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Abstract

The next step in the evolution of active networks — one thiat wi
support radical new uses of the network and increased sitijab
— is packaging the power of a programmable network platform
into customizable active services that are easy for apptioa to
use. The Activecast project has been developing and evrajuat
set of active services that will not only enhance the “apatiien-
friendliness” of active networks, but will also improve tbeala-
bility and usability of networks in general.

This paper discusses the challanges of programming actitre n
works and then presents four new active network servie&M-
cast ConcastESP, and LWP, that simplify the task of program-
ming active networks.PAMcastservices allow messages to be
sent to any node(s) satisfying a set of user-supplied $etecti-
teria. TheConcastservice provides the logical inverse of multi-
cast, gathering and merging data from a set of senders. Binal
the ESP and LWP services provide extremely lightweightimgt
blocks on which additional higher-level semantic servicas be
constructed. For each service, we describe the serviceatiin,
the ways in which users can customize the service, and iesafas
use (i.e., how the customized service is automaticallyibiged
across and “programmed” into the network on the user’s béhal
We also present results from simulation models and actuglem
mentations of the new services that demonstrate the stitatid
performance of the services.

1 Introduction

Active networks support dynamic generalization of net-
work services by injecting code and/or policy into the
shared nodes of the network. Several active networking
projects have focused guatformsand enabling technol-
ogy such as programming languages and lower-level archi-
tectural features [32, 13, 3, 1]. These projects have aetiev
significant and interesting results in terms of expressive
power, flexibility and security. A few other projects have
applied active network technology to solapplication-
specificproblems, such as intrusion detection and response,
or interest-filtering in distributed simulation [28, 35] oi-
ever, there has been relatively little work done to bridge
these two programming extremes. To improvettkeability
of active networks, “application-friendly”APIsto higlesel
customizable services are needed. These services must hide
the complexity of the network but yet allow applications to
(conveniently) specify the processing/handling they woul
like their data to receive.

The Activecast project aims to develop active network
services that are convenientto use and provide tangible ben
efits to applications. This paper describes several sueh ser
vices: PAMcast a programmable form of anycast that uses
application-specific criteria to select one (or more) aesti
tions from a set of possible destinatiol®yncasta many-
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from multiple senders (enroute to the same receiver) in
the network;Ephemeral State Processing (ESBh ultra-
lightweight form of active networking designed to support
auxiliary computations in the network; aridghtWeight
Processing modules (LWP) paradigm for deployment of
per-user services in the network. The first two are packet
delivery services that offer specialized programmingrinte
faces. The latter two services work together in a novel



paradigm to assist applications in the deployment of user-how many or which nodes are involved in the computation.
specific functionality (i.e., ESP can determine the nodes in Second, the system should scale in terms of the number of
the topology where lightweight processing modules can besimultaneous active services that can be supported. Becaus
deployed directly by the user). active services consume router state and processing ¢ycles
Our services represent a middle point between generaldt is important that the service regulate/police the resesr
purpose, application-independent platforms (offeredBg E  consumed by the application using the active service so that
and Node Operating Systems) and application-specific so-the scalability is maximized and denial-of-service (eithe
lutions (such as interest filtering [35] or reliable data-dis intentionally or accidentally) is prevented. Resource man
tribution [24]). They are designed to provide high-level agement and admission control add complexity in the form
customizable services that applications, particulartgda  of policies governing which users are allowed to invoke
group applications, can use to perform topology-sensitivewhich services. The admission control mechanism itself
processing without knowing the details of the network. must have resource bounds, lest a denial-of-service attack
The services hide the complexity of active networks and be mounted by saturating the admission control mechanism.
achieve scalability via features such as anonymity (e.g., The following highlights characteristics of services that
programmable communication with unknown end-systemswe believe are necessary for usability and scalability:
over unknown network routers), automatic code deploy- ) o N _
ment (to only “the right nodes”), simplified router state Anonymity Anonymity improves scalability both in terms
management, and enforcable security and admission con- ~ Of network state maintained and ease of program-
trol. The services are EE-agnostic—they could be imple- ming. Services that distinguish among users (or pack-
mented on any of the currently extant EE platforms. Most ets/nodes) require (explicit or implicigtate and/or

of them are also backward-compatible in that they could be ~ Policies that define how each user (or packet/node)
deployed incrementally in the Internet. is treated. Services that deal with “groups” of

The rest of this paper is organized as follows. In the users/packets/nodes are also easier to program. For ex-
next section we outline some principles we believe are key ~ @mPple, it is more convenient to transmit a single IP
to designing scalable, usable services. We then describe ~ Multicast packet thadv unicast packets. Similarly,
the PAMcast, Concast, ESP, and LWP services, highlighting ~ (réating all packets in a class or group the same re-
their embodiment of those principles and giving example duces network state and packet processing overhead,

uses of the services. Section 7 concludes the paper. which is important if nodes must process packets at
line speed.

2. Challenges for Application-Friendliness Locality and Automatic Deployment Deploying  flow-
specific state and/or processing at every node along

grammable platforms and application-specific solutioos, a
tive networks should suppoapplication-friendlyservices;
high-level services that improve thisabilityandscalability

processing should only be carried out where needed.
Services that automatically determine nodes where
code is needed and deploy code at those points

have better usability and scalability than services
that require the application to do this. Moreover,

determination of whether processing is needed at a
node should be done periodically, not per-packet.

of active networks.

Usability refers to the amount of effort required by the
application programmer to make use of the service. It seems
clear that the typical end user is no more likely to program

Lhe netwqu than. he is t(,) progkr]amldhls home (;]on:jput(_elr. To Specialization A narrow but customizable programming
e attractive, active services should exposly the details interface is ideal. The typical user is no more likely

that are rglevant o the a}pplicatiorFor example,.sgrvi.ces to program the network than he is to program his
t_hat require the appllqa_tlon programmer to explicitly iden home computer. Application-designers do not want
tify many nodes, participants, or channels, or to know the to deal with complex distributed algorithms. The ser-
specific topology of any significant part of the network, are vice should provide a restricted interface, with support

inherentlydifficult to programanddo not scale _ functionality (e.g. code deployment) hidden from the
Scalabilityis important in two ways. First, an active ser- user

vice should support applications involving large numbédrs o

end systems and network nodes. Itis widely recognized thatAutomatic State ManagementAny “interesting” active
large-scale group applications are impractical withoatso network service requires network state. Requiring end-
form of network support. Although the active code needs systems to manage/police this state is not desirable or
to be deployed and run on a large number of routers and scalable. State should be setup, policed, and destroyed
end-systems, the application should not be required to know by the service, not the application.



Security and Authentication Complex trust models in
which packets, intermediate nodes, etc must be trusted
and authenticated are difficult to make secure. Ser-
vices that use simple trust models (e.g., only trusting
end-systems) are easier to implement and require less
overhead.

Best Effort Best-effort services may place additional bur-
dens on the end systems, forcing them to recover from
packetloss. However, such services exhibit better scal-
ability and soft-state techniques can be used to help
manage network state.

The following sections present four active network ser-
vices designed to ease the task of programming active net-
works (usability) and improve scalability.

3 PAMcast

PAMcast is based on the traditional anycast service,
which delivers a packet from a senderaoy onein a set
of receivers. The realization of such a service has been con-
sidered at the network layer, where the receiver is selected
based on closest hop count [19] or closest AS count [16].
Using hop count or AS count as the selection criteria aims
to reduce network resource usage. However it is clear that
hop-count-oriented selection is limited and does not meet
the needs of diverse applications.

One can envision at least two ways to generalize the
traditional anycast service. First, one might provide
more flexibility in the specification of how the receiver
is selected. Several projects have pursued this direc-
tion using application-layer realizations of anycastiagy(,

e Fault tolerant repositories. Consider the problem of

storing a data item in a repository. For fault tolerance,
the repository service offers a number of geographi-
cally diverse storage locations. One might PAMcast
the data item ton of then storage locations, withn
selected based on the importance of the data, the cost
of storage in multiple locations, and the perceived reli-
ability of the network and storage servers. The choice
of the particularmn locations might attempt to balance
the load over time.

Parallel cache queries. Suppose a group of caches
store data items. A client might PAMcast a queryito
caches in the group, in the hope that at least one has
the desired item. The choice @f must balance the
penalty associated with not finding the item with the
overhead associated with query to and delivery from
multiple caches. It should also take into account the
probability that each cache has the desired item; when
an item is more densely replicated, a smaller value for
m can be used [9].

Parallel download. Suppose multiple servers have the
same content. A client might PAMcast queriesitof

the servers, requesting that each transmit a portion of a
particular file. Parallel downloads have been shown to
improve client response time over single-server down-
loads [2]. The value ofn. might depend on the file
size; the particularn servers might be chosen to be
relatively close to the client.

As the sample applications indicate, some additional
control over the delivery (beyond the sizg) is desirable.

SPAND [27] and ALAS [25]). Second, one might provide Mostgenerally, one can envision that each packet contains a
more flexibility in thenumberof receivers that are selected, Program (or reference to a program) that controls howrhe
allowing more than just one to receive a packet. If the set of €Ceivers are selected. We consider the implementation of
receivers has size, selecting any one member corresponds several specificmodef delivery, to explore what is possi-

to traditional anycast service, while selecting angorre-

ble with limited state and computation at the routers. Thus,

sponds to traditional multicast service. Values between 1the PAMcast service is programmable in two dimensions:
andn represent a new form of service (sometimes called the numbern of receivers and the mode of selection.

partial multicast).

We are exploring both forms of generalization, target- 3.2 PAMcast Architecture

ting a service that allows flexibility in both the number and
method for selecting receivers from a set. A more complete
description of our work can be found in [10].

A naive implementation of the PAMcast service would

transmit a packet to alt group members (as in multicast),
then filter at the receivers to deliverto members. Such an
approach, however, makes poor use of network resources
whenm << n. It also must address the problem of deter-
We propose a new packet delivery service — pro- mining filters that selecin. An alternative approach is to
grammable any-multicast or PAMcast — which generalizes construct independent multicast groups, one for each value
both anycast and multicast services, by providing for deliv of m. However, the number of groups is potentially very
ery to anym out of n group members] < m < n. Such large @™ if all possible groups of all sizes are supported).
a service has applicability for a wide range of applications =~ We design an architecture for scalable realization of the
For example: service using selective copying at branch points in a tree

3.1 PAMcast Service Overview and Examples



that includes alh receivers. The architecture can be imple- sage is first routed to the core router of the group. Upon re-
mented either within an application-layer overlay or withi  ceiving a PAMcast message, the core router identifies which
network routers, though we discuss only the router imple- delivery mode is used and what the degree of the message
mentation in this paper. If implemented in routers, par- is. Using the mode and the degree information, the core
tial deployment is feasible, with tunneling between capabl router determines i) a subset of incident tree links through
routers. The basic service liest-effortin the sense that it  which duplicated messages are to be routed and ii) the de-
cannot guarantee delivery to exaattyreceivers. gree of each duplicated message. The mode of the message
Our architecture is based on a shared tree. We use theontrols how to select the subset of the tree links and the dis
term “core” to denote the root of the shared tree. The tree-tribution of degree among the selected tree links. The above
based architecture provides a scalable means to deliver @perations are repeated on each tree router while PAMcast
specified number of copies of a message to group membersnessages are traveling along the tree.
Unlike a multicast tree, the PAMcast tree has an additional For PAMcast tree management, we propose a PAMcast

attribute,group sizemaintained on a per group and per tree Group Membership Protocol (PGMP), which is similar to
link basis. The group size denotes the number of down- Internet Group Membership Protocol (IGMP). PGMP has
stream group members that are reachable through the linkthree control messagegoup join group leave andgroup

where “downstream” means “in the direction away from the refresh There are two main differences between IGMP and
root”.

PGMP in processing the control messages. First, PGMP
messages are routed all the way to the core router. In IGMP,
however, messages are terminated at the first router that is
part of a delivery tree for the group. The purpose of relay-
ing the PGMP messages up to the core router is to update
the group size attributes on every tree links along the path
from the joining host to the core router. Second, PGMP
messages containgroup sizefield. The group size field

of an incoming control message represents the total num-
ber of downstream group members reachable through the
incoming tree link for the control message. A router that re-
ceives a PGMP message will use the group size field to set
the group size value for the incoming link. Each member of
the PAMcast group will periodically send a refresh message
to reinstantiate the group size attribute along the patheo t
core.

3.3 PAMcast Performance Evaluation

We evaluate the performance of two specific methods for
selecting then receivers:

e Balanced Mode. The goal of this mode is to achieve
equal distribution of messages over the set of group
members. The rationales for the balanced mode are
i) increased load-balancing among group members, ii)
increased fault-tolerance to link or node failures by
avoiding a concentration of messages on group mem-
bers that share the same tree links/nodes, and iii) ran-

Figure 1. Message delivery on a PAMcast tree

Figure 1 shows how messages are delivered through a
PAMcast tree. PAMcast messages have three header fields:
group addressdegreeandmode The degree field is the
only one shown in the figure, since it is the only one modi-

fied during transmission. Thgroup addresgield indicates
the target group of members to which the message should
be delivered. Thelegreefield indicates the target number

of group members that are supposed to receive the message.

Themodefield indicates how the copies are made, either by
specifying a built-in method or providing a reference to a
program. End applications specify the three attributes on
per-message basis according to their specific needs.

When an application sends a PAMcast message, the mes-

dom selection of representative group members that
are located sparsely on the underlying network.

We implement the balanced mode using a weighted
counter (WC) for each tree link, which is similar to

the virtual clock [36, 12] for weighted fair queueing.

The weighted counter keeps track of the total degree
of the messages passing through the tree link, which is
normalized to the number of downstream group mem-
bers. The load-balancing using the weighted counters



is accomplished by balancing the counters of the tree

links. 600 F
m2 ------ 0
e Closest Mode 5000 (M3~ X 1
Cm
The closestmode delivers a message to thegroup =2 2000 kmé e |
members that are closest (in hop count) to the core = me o
router. The underlying rationale of the closest mode % 3000 MY e |
is to reduce the network latency and the total network é P
bandwidth usage by selecting the m-closest group 5 000 1 P
members from the core router. We consider two dif- 2 //"
ferent approaches to the closest mode. First, a deter- 1000 - e P
ministic closest mechanism delivers messages to pre- = /,-f"
cisely the closest group members. The determinis- 0 e
tic mechanism requires that a router should maintain 0 100020003000 40005000 6000 7000 8000 9000
per-member distance information for all downstream Time
group members. This can be achieved by adding one
more field, hop-distance, into PGMP messages. Upon Figure 2. Member Join in WC

receiving a PGMP message, a router collects the dis-
tance information of the sending group member, in-
creases the hop-distance by one and passes the me

sage to the parent router as usual. The state requireqy.s m7 ‘m8. m9 join the group. Duririg> 6000, all the

by the deterministic mechanism is linear in the number .. group members receive the same number of messages.

of downstream group members, potentially prohibitive brief, Figure 2 shows that the WC algorithm works well
for large and concentrated groups. with the member join activities.

group members receive messages with the same rate of the
yreviously joined members. At= 6000, other three mem-

Alternatively, a probabilistic closest mechanism deliv-
ers messages to the closest group members with high

probability (that is, with high probability the mem- e
bers selected are the closest to the core). This mech- me i
anism uses a constant amount of state per on-tree 2000 Fimg o 1
router. We use a degree distribution mechanism based ) s S—
on the Chebychev inequality for the probabilistic clos- = 4000 kmg o 1
est mode. 2 mQ e
g 3000 1
To analyze performance, we used the ns-2 [29] simula- 95‘ """ M
tion package to model the PAMcast service. For our study, S 2000 - il
we used five different random topologies of 100 nodes gen-
erated by GT-ITM[7]. The simulation model consists of 1000 | A |
two separate modules: a data forwarding module and a tree
management module. The data forwarding module at each 0 81000 2000 3000 4000 5000 5000 7000 8000 9000
router handles PAMcast messages and provides appropri- Time
ate degree distribution and message copying/forwarding de
pending on the delivery mode of messages. The tree man- Figure 3. Member Leave in WC

agement module implements the PGMP protocol.
What follows are some sample results; for more exten-  Next, Figure 3 shows how the WC algorithm works when
sive evaluation, see [10]. members leave the PAMcast group. The WC algorithm
First, Figure 2 shows how the WC algorithm works shows similar performance with the member join case. At
when new members join a PAMcast group. At the begin- the beginning nine group members join the group. At
ning, members m1, m2 and m3 join the group. During ¢ = 3000, three members m4, m5 and m6 leave the group,
0 <t < 3000, the three members receive the equal numberresulting in the total six group members. Durig@00 <
of messages. At= 3000, three new members m4, m5 and t < 6000, the message delivery rate at each group mem-
m6 join the group, resulting in the total six group members. ber increases accordingly, compared to that &f 3000.
During 3000 < ¢t < 6000, the six members equally receive Figures 2 and 3 have shown the load-balancing property of
the messages. WC algorithm guarantees that the new threéhe WC algorithm is well-maintained with group join/leave



activities. 3.4 Ongoing Work

Traditional anycast service has received much attention
because of its applicability for selection from a set of repl

2000 T cated servers. As services become more complex and in-
8000 1 1 volve distributed groups of servers, we envision that the
, 7000 | 4 ability to select a subset of servers (as supported by PAM-
é’ 6000 | 4 | cast) will be of increasing interest. Within our own work,
3 yd we have explored the use of PAMcast in a multi-media
z 5000 F yd 1 stream caching environment, to support the distribution
é 4000 - o e 1 of variable numbers of copies of objects into independent
B 2000 - _/'/ | caches [9]. The number of copies depends on an estimate
2 // ) of the popularity of the object. The balanced mode is most
2000 e e X appropriate, since a global goal is to distribute the casten
10009 " e 3 evenly over the set of caches.
Nz — e e w e Several variations on the basic service may broaden the
1000 2000 3000 4000 5000 6000 7000 8000 9000 applicability of PAMcast. We have begun consideration of
Time both a reliable PAMcast and a PAMcast suitable for stream-

ing uses (i.e., involving delivery of multiple packets). We
are also considering the implementation of PAMcast within
the CANESs execution environment over the ABone.

Figure 4. Probabilistic closest with m = 4

4 Concast

Table 1. Hop distance of group members in a

tree for Figure4 The IP multicast communication paradigm lets a single

address represent a set of nodes, nhamely the set containing
[ Hop distance] Group Members | all nodes that are intergsted in repeiying messages sent to
that address. This multicagbstractionis truly scalable in

2 m4 and m7 ST . L

3 ma that it minimizes network traffic and simplifies the program-
ming model: a sender can sender treat any number of re-

4 m3, m9 and m10 . . i . . L
ceivers as a single entity, without knowing about individua

5 m1, m2, m5 and m@

or even how many receivers there are. To maintain this ab-
straction for information flow in the other direction recgsr

an analogous many-to-one channel: one that enables a re-
ceiver to communicate with an arbitrary number of senders
as if they were a single entity. In the absence of such a
Ehannel, group applications are forced to implement ad-hoc
unicast-based solutions that limit scalability [34, 20].22
The goal of ourconcastservice is to provide such a chan-
nel.

Concast embodies the principles of anonymity and spe-
alization. It preserves anonymity when multicast reeesv
“need to send feedback to the multicast sender. It allows the
active application programmer to supplyreerge specifica-
tion, which describes how to combine or aggregate mes-
sages inside the network, as they travel from the many
(senders) to the one (receiver). Programmability is ctucia
to the utility of concast, because the nature of the merg-

Additional performance evaluation can be found in [10]. ing operation depends upon the semantics of the applica-
For example, we consider the effect of stale group size in-tion’s messages—unlike the the inverse operation provided
formation on the performance of the balanced mode. Weby multicast (i.e. “duplication”), which is useful to many
also consider the ability of the probabilistic closest algo applications. At the same time, the merge specification fits
rithm to reach the closest receivers. into a specialized interface designed specifically to litmit

Figure 4 shows how PAMcast messages are delivered in

degree of PAMcast messages is four. In addition, Table 1
shows the hop distance distribution of group members on
the PAMcast tree for Figure 4. Since the target degree is
four, in an ideal closest mode, members m4, m7 and m8
always receive messages and one of the hop-distance fou&
members, m3, m9 and m10, would receive remaining mes
sages. The probabilistic closest always delivers messages
member m4, m7, and m8 as depicted in Figure 4, which is
same with the ideal closest. Among the hop-distance four
members, preference goes in the order of m9, m3 and m10
The remaining group members receive no messages at all.



resources available for processing each packet. For exam-
ple, the merge specification template ensures that at most

ProcessPkt(Receiver R, Group G, IPDatagram m) {

FlowStateBlock fsb;
DECTag t;

one packet is forwarded for each incoming packet. The re- MergeStateBlock s;

mainder of this section provides a brief overview of our ser-

vice and its implementationconcast servic¢hat restores it (fsb 1= NULL) {

symmetry For a more detailed description of the concast t = fsh.getTag(m);

service, the interested reader is referred to [4, 6, 8]. s = GET_MERGE_STATE(fsb,t);

s = UPDATE_TTL(s,m);

s = fsb.merge(s,m,fsb);

if (fsh.done(s)) {
(s,m) = fsb.buildMsg(s);
FORWARD_DG(fsh,s,m);

}
PUT_MERGE_STATE(fsb,s, t);

fsb = LOOKUP_FLOW(R,G);

4.1 The Concast Service and Programming Inter-
face

Concast messages are sent frogr@up of sendero a
single receiverR. A concast flows associated with a pair }
(G, R), where@ is the group identifier. The packets deliv- }
ered toR are a function of the packets sent by the members
of G. Concast packets are ordinary IP datagrams \&ith
in the destination field an@ in the IP options field (in a
Concast IDoption). The IP source address carries the uni-
cast address of the last concast capable router that pestess
the packet. Concast capable routers intercept and divert fo language. These definitions are supplied by the application
processing all packets that use the Concast ID option. receiver and pulled down through the network to the appro-
priate nodes via th€oncast Signaling Protocas senders
join the group. For each concast fl§@, R), each concast-
enabled router on the regular unicast path from some mem-
ber of G to R maintains the following information:

Figure 6. Network per-packet processing.

getTag(m): atag extractiorfunction returning a hash or key iden-
tifying the message. Messages andm’ are eligible for
merging iffgetTagm) = getTagm').
merge(s, m, f): the function that combines messages together.
Thel first parame@er is the currenterge stateg(i.e., infor- Upstream Neighbor List (UNL): Each item in the UNL
mation representing messages that have already been pro- bl der that f
cessed). The second parameter is the incoming message to represents a concast-capable router or sender that for-
be merged into the state The third parameter is the “flow wards packets towar along a path that goes through
state block” containing information about the concast flow t this node. Each entry in the UNL list contains a node
whichm belongs. identifier and a softstate timer. The softstate timer de-
done(s): the predicate that checksthe current merge state, and creases monotonically over time; if it reaches zero, the
depides whether a message should .be constructed (by calling entry is removed. Thus each concast-capable node pe-
. buildMsg and forwarded to the receiver. riodically sends a (unicast) message downstream to re-
buildMsg(s): themessage constructidanction, which takes the . ) .
fresh its soft state. When a flow’s UNL contains fewer
current merge states, and returns the payload to be for- . .
warded toward the receiver, along with the updated state. than two nelghbors, packets belonging to the flow are
forwarded without being processed.
Merge Specification: the definitions of the getTag()
merge() done() andbuildMsg()functions.
Per-message State List:A list of in-progress “merge
states” indexed by message tags.

Figure 5. Merge Specification Methods.

The concast abstraction allows applications to specify
the mapping from sent messages to delivered message(s),
which is carried out in the concast-capable routers aloegth ~ Incoming packets are classified into flows based on
paths from senders tB. This mapping is called theerge (G, R). If no FSB is found for a packet, it is discarded.
specification it controls (1) the relationship between the Otherwise thegetTagfunction is obtained from the FSB
payloads of sent and received datagrams, (2) the timing ofand applied to the packet to obtain a tag that identifies the
message delivery, and (3) packet identification (i.e., Whic equivalence class of packets to which the packet belongs.
packets are merged together). The merge specification is deThe mergefunction is invoked on the current merge state
fined in terms of four methods (see Figure 5), which are in- for the tag (i.e., the merged state from all messages already
voked from a generic packet-processing loop (see Figure 6)received) to compute the new merge state. dbeepred-
that is the same for each flow. The packet-processing loopicate then determines indicates whether the merge opera-
is invoked for each incoming packet belonging to the flow. tion is complete. If sobuildMsgis invoked to construct an

The concast framework allows users to supply the defi- outgoing message from the merged state that is forwarded
nitions of these functions using a (restricted) mobileecod toward the receiver.



4.2 Application Scenarios and Benefits protocols [34, 20, 33] transmit data to receivers via multi-
cast and then wait for receivers to send ACK messages to
Merging packet flows inside the network offers several the sender. Similarly, application-level concast ACK mes-
benefits. Some have already been described when we dissages are required by a variety of applications to ensure end
cussed the principle of anonymity, above. Here we presentto-end reliability [23]. Other applications need to gather
some other example benefits. distributed state information before making a decisiors-Di
tributed consensus algorithms may request a vote from all
Implosion Avoidance: Packet implosionoccurs when a  members.
large number of packets must be received and pro- Two other classes of application that exhibit con-
cessed by the destination over a short interval [21]. As cast communication patterns amdient-multiserverand
the number of senders increase, buffer space requiremulticlient-serverapplications. To ensure reliability or
ments at the receiver and the processing load on theavailability, client-multiserverapplications replicate server
receiver increases. This may ultimately result in lost functionality across multiple machines. Client requests a
packets at the receiver and an overall drop in through- multicasted to the servers who send simultaneous responses
put. Implosion is especially a problem in reliable mul- to the client. The client often needs only one, forout of
ticast, which is useful for information dissemination NN, responses. For example, a distributed database may re-
applications. quire multiple,K out of N ACKs when storing replicas of a
newly written recordMulticlient-serverefers to the classi-
Reduced Bandwidth: Merging messages together near cal client-server model, in which a single server respoads t
their point of origin (i.e., near the senders) can sub- requests from any number of client machines. In this model,
stantially reduce the traffic load imposed on the net- n clients transmit request messages, often simultaneously,
work. This is particularly important in WAN settings o a single server. In many cases, the requests are similar
such as the Internet where bandwidth is shared, andor even the same. Consider a web server at a popular web
thus is a valuable resource. An example of an appli- sjte. It can service hundreds or thousands of requests each
cation to which this benefit is applicable is an audio- second, often for the same page. Logically these requests
video conference, in which some participants are be- can be viewed as concast communication.
hind limited-bandwidth links. By combiningaudioand  angther class of applications that are characterized by
video streams in the network (see the next section), theconcast communication patterns is thport-in style appli-
conference remains fully distributed and each partici- cations in which distributed machines, sensors, robots, or
pant sees a single composite stream. other devices periodically transmit data to a centralized ¢
trol or monitoring system. In some cases, transmission from
the concast senders may be continuous such as stereo video
feeds sent to a centralized video processing engine that may
reconstruct 3D models, extracts depth, perform motion de-

Larger Packets: Router performance is typically given in
terms of packets/second, rather than bits per second
In other words, small packets present more of a per-
formance challenge than large ones. By concatenat-

: . i i tection, target tracking, etc.
ing or merging multiple small messages into a larger -

. . Distributed sensor networks represent another class of
single message, the fixed per-packet cost can be amor-

. .. applications that can benefit from concast. Many of the cur-
tized over a larger (aggregate) packet. For applications . .
. : rent systems rely on a scheme in which data produced by
in which large numbers of small packets travel from 7 ; :

the distributed sensors is collected at a single node thrat pe
many senders toward a server—for example, TCP aC-¢ 1 G0 e hrocessing, interpretation, and display of the
knowledgement packets traveling toward a busy web ge p 9 P ' pay

. ; data (for example, the Operator Control Unit in [15]). As
server—aggregating packets can improve throughput .
) . ) the number of sensors in the system grows, the central pro-
if queue capacities are denoted in packets rather than . . .
cessor is overburdend with data and a human operator is un-
bytes [5]. . . R : )
able to accurately monitor the incoming information. Using
a concast service to aggregate or filter data near the source

The number of group-oriented applications that would avoids the problem of information (if not packet) implosion

benefit from concast is growing rapidly.

One class of such applications aymup-request-reply )
applications, in which a single machine issues a request to#-3  Implementation and Results
a group of machines (typically via multicast) and then waits
for a response from all group members (historically imple-  We have implemented concast in the Linux operating
mented via unicast). This model of interaction is used in system; our implementation has three components:
network transport protocols, and in application-level eom
munication. For example, sender-initiated reliable ncaki CSP Daemon



The CSP daemon (CSPd) is responsible for running
the concast signaling protocol (CSP), and maintain-
ing the concast state on routers. Two types of the
CSPd are implemented, one for the receiver, one for
the sender. The sender CSPd (SCSPd) runs on sender
nodes to extend and maintain the concast session and
pull the merge specification down along the concast
path. The receiver CSPd (RCSPd) runs on the re-
ceiver and concast-capable nodes along the concast
path. It is responsible for spawning the merge dae-
mon (MERGEGd) and signaling for the merge specifi-
cation to be downloaded. The implementation of the
two CSPd’s consists of approximately 10,000 lines of
C++ code.

Merge Framework

The merge daemon (MERGEd) that is spawned by
CSPd on the concast path is responsible for locating
and applying user-defined merge specification to con-
cast packets. Currently, the merge specification de-
fined in Fig. 5 can be implemented in Java or Tcl. The
MERGEd is implemented in slightly more than 2,000
lines of Java code.

Kernel Modification

A concast kernel module supports socket options that
allow users to mark sockets as concast sockets, and
to join and leave concast groups. It also supports the
intra-node communication between merge daemons
and CSP deamon. The packet path is modified so that
concast packets are recognized and shunted to the ap-
propriate daemon for processing. The concast mod-
ule implementation consists of less than 3,000 lines of
code.

We have developed two test applications on this concast
implementation: video merging and audio merging. In the
video merging application, we emulate a distant learning
environment, where the instructor sees the video feed from
each student, while each student only needs to see the in-
structor. In this type of applications, the video flows from
the students to the instructor quickly result in implosion
and poor video quality if the bandwidth is not managed
carefully. The concast merge specification performs dy-
namic video merging similar to RTP mixers [26], but does
so by dynamically loading the merge code only and pre-
cisely where it is needed.

To support this type of application, we designed a sim-
ple merge function that thins incoming video streams by
downsampling. It combines packets so frames from differ-
ent incoming streams are combined into a single composite
(tiled) frame made up of reduced-size frames; thus the out-
going link from each concast-capable router carries asing|
video stream. At each hop, the merge function keeps track

(a) Initially there may only be four students who's video
is merged into a single video stream that is displayed.

(b) As more people join the class, the concast merge

function dynamically adjusts the video to make room for
the new students.

Figure 7. lllustration of a Distance Learning
Application: The video stream from each
source is down-sampled at the merge point,
resulting in the viewing window size at the
receiver remaining constant while the num-
ber of sub-windows increases (i.e. more par-
ticipants), and the size of sub-windows de-
creases.



_L00Mbs 3)! Our concast merge specification was written in Java and
_10Mbs _ runs in a user-level JVM, which accounts for the majority of
the load. Initially, video sources are started on sendersll a
3. This causes the the load on merging node 1 to increase
(see point A in the graph). Video sources were then started
on senders 2 and 4 (points B and C), causing the load to
increase on merging nodes 2 and 3 respectivélipte that
when a node only has one upstream neighbor, packets are
‘ ‘ forwarded as normal without invoking the merge process-
ing. Despite being implemented in Java, the merging code
Figure 8. Topology used in the video merging (which is merging two 3 Mbps incoming streams into a sin-
experiments. gle outgoing 3 Mbps stream) does not exceed a 60% CPU
load. At the end of the test, the senders terminate (points D,
F, and ) and after the concast softstate times out, the CPU
loads again return to zero (points E, G, and J).

We have done similiar experienment with audio merge
of the number of incoming streams and the number of origi- application (e.g. emulating a distributed quartet con-
nal streams contained in each. It then assigns aregion of theert). The source code of our concast implementa-
outgoing frame to each incoming video stream and down-tion has been packaged for release, and is available on
samples the stream appropriately to fit in the assigned re-http://protocols.netlab.uky.edigcast.
gion. As new students join the class, the other images are
adjusted to make room for the new student (see Figure 7).4.4 Securing Concast
Each composite stream carries information about how many
origingl streams it contains, and how they have been Ia}st Applications benefit from concast by being able to ap-
combined so that each node can determine how to combing,y merge processing at the location in the network where
Its Incoming streams. it provides maximum leverage—where packet streams con-

We measured the load incurred on the routers while car-verge. However, this requires that end users trust the in-
ring active concast stream. The experienmental topology isfrastructure to perform certain critical operations, ngme
show in Figure 8. We used four video senders, each trans{i) admit users to the concast session, and (ii) examine and
mitting an unencoded (i.e., raw) video stream at a rate of 3possibly modify user data. In some cases users (in particula
Mbps. the receiver) may not trust some portions of the infrastruc-
ture to perform these functions securely. Conversely, it is
likely that only a subset of users will be authorized to par-
ticipate in concast sessions. Thus we need mechanisms to
enforce two kinds of policies: user (i.e. receiver) pokcie
authorizing interior nodes to participate as merge points,
H and network provider policies, authorizing users to create

1
[
g

(I or join concast sessions.
bl These mechanisms operate primarily in the concast sig-
T LT naling protocol. Before a node (initially the receiver)ttha

' \ has the specification will supply it to an upstream neighbor

CPU Usage Of Concast Merge Nodes
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Merge Node 1(600Mhz Pentium)
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l s ”\"ﬂ-wJ‘wﬂm‘\m,ﬁvﬁf\f\ requesting it, it applies the receiver policy to ensure that
0 ‘l ‘ ‘ TS /AR potential neighbor is authorized to receive the merge speci
- i A » fication. When an _arbltrary interior nod_e receives a request
% 50 100 150 200 250 300 350 from a sender to join a concast flow, it applies local pol-

Time(seconds)

icy to check that the sender is authorized to use the service
as a sender. Then it requests the merge specification from
Figure 9. Merge processing load imposed on
concast routers.

1Merging node 1 happened to be a 600 MHz Pentium, whereas the
other nodes were 400 MHz Pentiums — so the load appears tavbe ém
node 1 even though it is doing the same processing as theraities.

2This actually reduces the load on merging node 1 slighthabse
. node 1 switches from horizontal down-sampling to vertieat/d-sampling
Figure 9 shows the CPU load caused by merge processyyhich is a better match for the data structures used.) Weedess 2 and

ing on each of the three merging routers (nodes 1, 2, and4 terminate the load returns (point H).
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downstream; when the response arrives, it checks that itsset of these computations, which may update the node state
downstream neighbor (which may be the receiver) is autho-and/or fields of the packet. One way to think about ESP
rized to supply a merge specification. Finally, it extrabst  computations is that a single packet initiates a spatial se-
receiver policy from the merge specification, and verifies quence of operations—one per node that forwards it—while
that the receiver policy allows the particular sender to joi a series of packets initiates a temporal sequence of opera-
the concast group. Only if all these checks succeed is thetions at a single node. Interesting distributed computatio

necessary flow state established. can be constructed by judicious arrangement of operation
sequences in time and space.
4.5 Discussion The lightweight nature of ESP stems from the simplic-

ity and fixed cost of the operations, and from the fact that

We have designed the concast signaling protocol with stored state persists at a node for only a short, fixed time—
hooks for the authorization checks described above, as wellon the order of seconds. Little’s result says that for a given
as the cryptographic authentication mechanisms requiredsize store, the maximum rate of state usage that can be sus-
We have also implemented a means of specifying, veri- tained is inversely proportional to the holding time. Thys b
fying and merging policies using address prefixes. The halving the “holding time” for state storage, we double the
mechanism allows the policy to define classes of allowed sustainable rate of usage. Because the resources consumed
nodes, with all others being forbidden, or classes of forbid by each ESP operation are small and fixed, there is no need
den nodes, with all others being allowed. In either case, onefor access control—we believe it is quite feasible for nodes
level of exceptions can be specified. to process ESP packets at line speeds.

It is fairly clear that the need to specify these policies ~ ESP is especially useful for auxiliary computations; ad-
represents at least a potential violation of the princigfle o ditional packet processing in the network required by en-
anonymity: receivers are required to identify specific rmde hanced services. In particular, it offers a solution to
that are trusted (or not trusted). However, receivers for the problem of determining where enhanced functionality
which this is a burden can specify a trivial policy admitting should be installed, by allowing end systems to extract a
all nodes. limited amount of information about topology from the net-
work.

In the next sections we describe the components of ESP:
the Ephemeral State Store, the operations initiated by-pack
ets, and the wire protocol.

5. Ephemeral State Processing

Most interesting active services require per-user (or per-
application) state in the network. Indeed, the ability for
packets to exchange and collect information as they travel
through the network is one of the interesting capabilities o
active networking. However, the need to set up, manage
and reclaim state is a major impediment to scalability. For
example, although they are very scalable in terms of the

number of users per session, neither PAMcast nor concas )
scale as well in the “number of sessions” dimension, be- " tagsfor subsequent retrieval and/or update. We model
the store as a set aofag, valug pairs; each tag has at most

cause of limits on the amount of state storage available at ! ! .
each node. one value bound to it. Both tags and values are fixed-size

We have developed a novel approach to active network—g't sk:rmgs. No strgcrt]ur_e IS 'mposed 8” either tagsdorf_valgis
ing based on an ultra-lightweight form of state. This ap- y the state store; their meaning and structure is denined by

proach, which we calephemeral state processif§SP), the applications. In what follows;, denotes an arbitrary tag,

is simple enough to be implementable directly in hardware, while e denotes an arbitrary vglue.

and to support packet processing at line speeds. (In other The ephemeral state store is accessed through the follow-
words, it is designed to scale in the “number of simultane- Ing operations:

ous sessions” dimension.)_ESP aIIov_vs information carried 1 put(z,e): bind the valuee to the tagz. After this

in packets to be temporarily stored in the network, com-
bined with information from other packets, and forwarded

5.1. Ephemeral State Store

Much of the power and scalability of our approach stem
'from the availability of an associative memory called an
ephemeral state storat each node. An associative mem-
pry allows fixed-size bit strings to be associated with keys

operation, the paifz, e) is in the set of bindings of the

to a destination. All of this occurs under direct user cantro store.

with no out-of-band signaling or control setup required. 2. get(x): Retrieve the value bound to tag if any. If
Processing in ESP is carried out in short computations no pair(z, e) is in the store when this operation is in-

calledoperationsthat are initiated by packets as they pass voked, the special valug, which differs from every

through the network. Each ESP-capable node supports a  legitimate value, is returned.

11



The ephemeral state store has two distinctive charac-instructions so that later ones make use of values left in the
teristics. The first is that bindings are ephemeral: eachstate store by earlier ones. The key differences here are
(tag,value) pair is accessible for only a fixed interval ofdi that (1) sequencing must be achieved by arranging for a se-
after it is created. The parametqris thelifetimeof a bind- guence of operation-initiating packets to arrive at theeou
ing in the store; once created, a binding remains in the store(no program counter), and (2) each operation can only ac-
for T; seconds and then vanishes. The following law sum- cess values placed in the store within the lastdconds.

marizes the semantics of the fixed lifetime: Operations can have zero or more operands of the fol-
) ) lowing types:
A get(z) operation performed at time returns
L if no put(z,e) was performed in the interval e a value stored in the local ephemeral state store (i.e.
[max(t — Ty, 0), t]; otherwise, it returns the value bound to a tag carried in the initiating packet);
e supplied in the lasput(z, e) operation that oc-
curred before time. e an “immediate” value, i.e. one carried directly in the
packet;

Note that bindings cannot be prevented from disappearing:
there is no way to refresh ephemeral state. Also, the value o a well-known parameter value (for example, the value
of T; should be approximately the same for every node. of a MIB variable).
The importance of the finite lifetime is that it allows the
resource requirements of computations using the store to béperations are entirely local, and either run to completion
precisely bounded. The flip side of this is that any value or abort. An operation that completes successfully prosluce
in the store must be retrieved within the state lifetime or zero or more outputs that are either placed in the packet
lost. For scalability, we want the value of T be as short  or bound to a tag in the ephemeral state store or both, de-
as possible; for robustness, it needs to be long enough fopending on the operation. Upon successful completion, de-
interesting end-to-end services to be completed. A detaile pending on the values computed by the operation the packet
description of how the value of; Ts set is outside the scope that initiated the operation is either silently droppedar f
of this paper. For now the reader may assume that it is onwarded toward its original destination — possibly carrying
the order of a few seconds. In other words, ephemeral stateoutputs from the computation, to be used as inputs at the
computations must complete within a few round-trip times next [cognizant] node. Each operation executes atomically
through the network. with respect to the ephemeral state store; in particular, no
It is important to note that the capacity of an ephemeral binding can “expire” during an operation.
state store is determined by the amount of memory available We envision that a standard set of a few dozen opera-
atthe node. We want the tag space to be large enough so thdtons will suffice for a large class of interesting computa-
users carthoose tags at randornd be assured that, with tions; here we describe three example operations that we
high probability, a tag chosen at tintewill not be in use have found useful in building example active network ser-
by any other user during the interj&l¢ + T;], nor can any  vices.
user “guess” another user’s tag by any brute-force method.
If each user chooses tags randomly, for storing values and COUNTCH
the number of distinct tags is sufficiently large, the effect
is thateach user sees a “private” ephemeral state store
Because a tag collision is only a problem if two users use
the same tagvithin an interval of length i tag values of,
for example, 64-bits are certainly within reason and offer
reasonable protection/privacy.

The COUNTCH operation counts the number of times
the operation has been carried out. It takes one
operand, a single tag carried in the initiating packet.
If no value is currently bound to the tag, it is bound to
the value 1 and the packet is forwarded. Otherwise, the
value bound to the tag is increased by 1, and the initi-
ating packet is silently discarded. Whe@uNTCH

5.2. Local Operations with Ephemeral State initiating packets carrying the same tag are sent from a
group of hosts to a common destination, the paths fol-
The set ofoperationsdefines the computations that can lowed by the packets induce a tree. The effect of the

be performed using ephemeral state. Each operationis car-  operation is to bind to that tag, at each ESP-capable
ried in a specially marked packet that causes the operation router, a count of the number of “children” it has in
to be invoked at ESP-capable routers during forwarding. that tree. Each “child” is a cognizant router or sender.
These operations are analogous to the instruction set of a  This operation is often used as a “set up” step for other
general-purpose computer: each involves a small number  gperations.

of operands and takes a fixed amount of time to complete.

Interesting computations can be constructed by sequencing COLLECT
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The coOLLECT operation applies an associative and and payload of some regular application. Piggybacked ESP
commutative operator (e.g., max, min, sum, etc.) to packets initiate operations as a side effect; their adgenta

values carried itOLLECT-initiating packets. AcoL- is that they do not add signficantly to the bandwidth require-

LECT-initiating packet contains two tags (sayndy), ments of the network.

two values (say: andbd), and an operator cod® (the Ephemeral state processing at each network node is im-
commutative/associative operation to performpL- plemented as an adjunct to the Internet Protocol (or other

LECT expectes one of the taggo already existin the  network-layer protocol) similar to ICMP or IGMP. End sys-
router's ESS. Ifz does not exist in the ESS, the op- tems must implement the mechanism. Interior network
eration aborts. If the other tagdoes not exist, itis  nodes should implement the mechanism, but the service will
initialized and bound to the valuein the ESS. If tagy function correctly even if only a subset of interior nodes im

is found, the operatioopis applied to value of and plement it.

valueb, the result is bound to tag After each success-

ful operation, the value bound to tags decremented  5.3. Usage Scenario

by 1. The initiating packet is only forwarded if the

value bound ta becomes 0; otherwise it is discarded. The Operations of the previous section can be used to

When COUNTCH and COLLECT are sent by multi-  solve problems and enhance applications. As a simple ex-
cast receivers to the multicast sender, they can helpample, we present a method of determining the identity of
the multicast sender to discover the number of re- & hode in the intersection of two paths through the network,
ceivers in the multicast group. When toe speci-  if any.

fied is addition, aoLLECT-initiating packet sent after Given are four noded, B, X, andY. We wish to find
COUNTCHinitiating pakcets sent by all multicast re- the address of the ESP-capable node closeBttiat is on
ceivers with reach the multicast sender containing the boththe pathsd — B andX — Y. The solution has two

total number of the receivers in the multicast tree. steps, and requires the cooperatiotofX , andY’.
First, A transmits &cOUNTCH-packet toB. This has the
FMAX effect of binding the value 1 to the tagat all ESP-capable

TheFmAX operation tests whether a value in the store nodes along that path. A short time latéf, transmits a
ata gi\/en tag is greater than or equa| to the value Car-FMAX-paCket toY". This packet is sent with the value 0, the
ried in the packet. If so, the value of a read-only system tag z, and X’s ID. If it encounters a larger value (i.e. 1)
variable at the node, nametpdeid (e.g., the node’sIP  bound toz at any node along the path, it collects the ID of
address), is stored in a field in the ESP packet. If no that node and carries it on #6. Because the comparison
binding for the given tag exists, the packet is forwarded test inFMAX succeeds on equality, the node ID received at
anyway. This operation is useful for locating nodes in Y is that of theclosestnode toY” on both paths.

the network that have desired properties; for example

branch points of multicast trees. 5.4. Implementation

FMAX illustrates the use of well-known (read-only)
global variables in computations; in this casedeid.
Each ESP-capable node provides access to this vari
able. Other well-known global variables may also be
useful. In the limit, access to MIB variables might be
supported.

We are developing two low-level implementations of
ESP. One is based on the Intel(tm) IXP1200 network pro-
cessor, a special-purpose platform with a strongARM core
and multiple “micro-engines” for packet processing. The
other is an FPGA-based implementation of the ESS, using
an external RAM to store the actual tags and bindings. (We

Whenever an ESP packet arrives at a node (either for for-nope to be able to present performance numbers for these
warding or because it is addressed to that node), it is recogimplementations at the conference.)
nized as such and passed off to the ESP module for process-
ing. 6. Lightweight Processing Modules

Two forms of ESP are supported: dedicated and piggy-
backed. AdedicatedESP dgtagram consists of an IP_data- LWP is a paradigm for providing enhanced services un-
gram whose payload contains the opcode of the desired 0pyer yser control. It is designed to leverage the capability
eration along with |ts_packet—borne operand_s. The IP headerprovided by ESP, and is based on two ideas:
of the datagram carries the Router Alert option [17] and the

Protocol Number of the ESP protocol. e Certain common and very simple functionality is use-
A piggybackedESP datagram carries the opcode and ful for implementing a variety of packet-processing
operands in an IP option, along with a protocol number services. For example, the ability to extract packets
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matching a particular pattern and duplicate, redirect,or e Parametersa set of configuration parameters that con-

drop them is a useful building block from which many trol the code’s execution. For example, an instantia-
services can be built. (This observation also motivates tion parameter might specify the unicast address where
the design of many “network processor” devices, such packets output by this module are to be sent.

as the Intel IXP1200.
) e Timeout: a timeout value indicating when the mod-

ule should be automatically removed from the router.
There may be a system-wide maximum timeout value
imposed on all modules. Refresh messages are used to
extend a module’s lifetime.

e It is much simpler for an application to communicate
directly with a node in the middle of the network to in-
voke enhanced functionality than it is to have the invo-
cation request propagate from node to node, across all
intervening domains, subject to each node’s policies.
The “relay” model is appropriate when the functional-
ity must be installed at a large number of nodes, as in
concast. However, as we saw earlier, it does require
that the application trust intermediaries to convey the
request and any response correctly. When functional-
ity is required at one or a small number of nodes, it is
better for the application to negotiate directly with the
node or nodes concerned.

Lightweight processing modules operate by identifying
packets that match a particular classifier, applying the-spe
ified processing to those packets, and (possibly) forward-
ing the packet(s) using standard unicast routing. A precess
ing module may be instantiated multiple times on a router,
where each instantiation differs in either the classifier, p
rameters, or timeout. Modules can be instantiated, termi-
nated, and refreshed via the control mechanism. The refresh
operation may dynamically alter the parameters used by a

An additional benefit of this model is a simpler pay- Mmodule. Note that a packet may match multiple lightweight
ment model: the requesting application can simply processing modules at a router, and thus be processed mul-
supply a billing number directly to the providing node, tiple times.
without having to trust any third parties with the num- ~ An example of LWP is thelup() module, which repli-
ber. cates any packet matching its classifier filter and forwards
the duplicate to a unicast address specified at module instan
As we have seen, ESP allows end systems to identifytiation as a configuration parameter. The original packet is
regions in the network that are strategically useful for an simply forwarded normally to its original (unicast) destin
application—e.g. a path intersection point, a congestedtion.
link, or the confluence of multiple streams. Using this and other LWP modules together with ESP,
LWPs are predefined processing modules supported bywe have shown how to implement multicast based on uni-
network routers that can be activated by end systems viacast routing [30]. In our scheme, multicast packets are di-
control messages. Each processing module applies somé&ected to a unicast address (i.e., the destination addsess i
function (such as duplication) to packets passing throughalways one of the receivers), but carrynailticast group ID
the router that match a specified pattern. The function isin an option of IPv4 header (or an extension header of an
controlled through parameters specified at setup time. OnlylPv6 packet). The classifier of tliip() function speci-
an authorized end user can instantiate an LWP for pack-fies this multicast group ID. The function makes a copy of
ets associated with the end system. Each LWP has an en@ach matching packet, replaces the copy’s original IPdesti
system responsible for its existence (e.g. refresh the Lwpnation address with its own configured destination address,
state). This model simplifies the security and resource pro-and forwards both the original and the copy normally. Thus,
tection of the LWP system. We expect that a small set of dup() functions correspond to “branch points” in a multi-
these parameterized modules, which may be sequenced fogast delivery tree. By placing tiiup() ~ functions strategi-
packet processing, will suffice for a variety of network ser- cally, end systems can create application-specific msltica

vices. delivery trees. ESP is used to determine where to place the
Each processing module is defined by the following four dup() functions.
components:

6.1 Example Applications of ESP/LWP
e Module ID: the function to execute at the router (or
actual code). In previous studies, we showed that end users can con-
struct a variety of single-source multicast distributiozes
e Classifier: a packet filter that identifies which pack- using ESP, LWP's dup() function, and standard unicast rout-
ets this module should intercept. For example, a valueing. In a previous paper [30] we described two schemes for
indicating the multicast group ID to intercept for du- creating application-level multicast trees: one usingra ce
plication. tralize approach (sender initiated) and a second based on
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distributed approach (receiver initiated). In the receine data (i.e. one dup() function is all a receiver needs to re-
tiated approach, the receivers collaborate using ESP e ide ceive the right number of layers). Using drop() functions
tify the branch points in the existing multicast tree. A new in addition to dup(), a receiver in a layered multicast ses-
receiver then adds a dup() function to an existing branchsion can dynamically adjust the arriving data rate. The mul-
point. Periodically the sender transmits tree optimizatio ticast sender and receivers can also monitors the conges-
messages that will result in the new receiver’'s dup() func- tion on the multicast path using ESP computation in a col-
tion being moved to the optimal location in the tree. The laborative effort. We have designed such a layered multi-
multicast packets sent by the sender are specially markedtast approach called Congestion-Aware Layered Multicast
unicast packet for the dup() function to filter and duplicate (CALM). Compared to traditional layered multicast imple-
The dup() function for a receiver snoops multicast packets, mentations, CALM receivers can more accurately detect
then replace the destination address of the duplicatedspack congestion on the multicast path, and react to congestion in
with the receiver’s unicast address. An example multicasta timely manner. We have show that CALM also provides

tree built in this manner is shown in Fig 10. more stable receiving quality than RLM [18]. The details of
our implementation and results are presented in [31].
05 |
; 7 Conclusions
dup B 0 In this paper we presented four new “application-
@ friendly” active network services,PAMcast, Concast,
) Ephemeral State Processingnd Lightweight Processing

Modules designed to make it easier for applications, partic-
ularly group communication applications, to access and uti
lize active network services in a scalable way. We presented
characteristics that application-friendly active netkweer-
vices should ideally exhibit and then showed how each of
the above services attempted to achieved those goals.

All four services achieved our primary goal of
anonymity and opaqueness, hiding the complexity of the
active network (e.g., topology information, number of
users/end-systems, traffic patterns, etc) from the applica
tion. Each service either completely hid the network from
the application or provided the application with precisely
the information it needed to enable the service (i.e., as was
the the case of LWP). Both Concast and ESP assisted ap-
plications in selecting the “right” right set of nodes for

Figure 10. A ESP/LWP multicast tree. their specific purpose. PAMcast automatically selected the
“right” servers based on application-specified criteria.
The ESP and LWP demonstrated two additional desire-

The ESP/LWP multicast tree structure can be easily ex-able characteristics, namely automatic network state man-
tended to support layered multicast. Layered multicast hasagement and enforcable security and resource protection
been proposed for video transmission, where the sender enmodels. ESP ephemeral state store freed the application
codes the multicast content into different layers and thenfrom the task of managing its network state by providing an
sends them on different multicast groups. Usually each ultralightweight resource that is automatically managesdi a
layer improves the video quality incrementally. For exam- is so “cheap” that it need not be protected. LWP provided
ple, receiving the base layer gives the lowest quality video simple, lightweight, fixed cost processing routines that ar
and each additional layer improves the video quality. The enabled by end-systems that can be easily authenticated.
receiver joins as many multicast groups as possible to re-These types of building-block services can also be used to
ceive the video streams at the fastest rate supported by théacilitate new types of application-friendly services Bas
receiver’s connection. In the LWP multicast implementa- application level multicast and layered multicasting.
tion, because different multicast groups are not represent In short, we have shown that efficient and application-
by the class D IP destination address, but by a special headefriendly active network services can be constructed anid wil
or an IP option on which the dup() function classifies, one be a necessary step in moving active networks from the lab-
dup() function can filter and duplicate multiple layers of oratory to production deployments.

15



References [12] S. Golestani. A self-clocked fair queueing scheme for

(1]

(2]

(3]

(4]

(5]

(6]

[7]

(8]

9]

[10]

[11]

high speed applications. IEEE Infocom 1994.
S. Berson, R. Braden, T. Faber, and B. Lindell. The
ASP EE: An Active Network Execution Environment.
In Proceedings of the DANCE Confereniéay 2002.

[13] Michael Hicks, Pankaj Kakkar, T. Moore, Carl A.
Gunter, and Scott Nettles. PLAN: A Packet Language
for Active Networks. 1998. International Conference

J. Byers, M. Luby, and M. Mizenmacher. Accessing on Functional Programming.

multiple mi rror sites in parallel: Using tornado codes . .
[14] H.W. Holbrook, S.K. Singhal, and D.R. Cheri-
to speedup downloads. IBEE InfocomMarch 1999. ton. Log-Based Receiver-Reliable Multicast for Dis-

K. L Calvert and E. W. Zegura. tributed Interactive Simulation. IRroceeding of the
Composable active network elements. ACM SIGCOMM'95 Conferencéovember 1995.

http://www.cc.gatech.edu/projects/canes/. [15] T. Kanade, R. Collins, A. Lipton, P. Burt, and A. Wix-

Ken Calvert, James Griffioen, Amit Sehgal, and son. Advances in Cooperative Multi-Sensor Video

Su Wen. Building a Programmable Multiplexing Ser- Surveillance. InProc. DARPA Image Understanding

vice Using Concast. IRroceedings of 2000 Interna- Workshoppages 323, 1998. Monterey, CA.

ggggl Conference on Network ProtocoMaovember [16] M Dina Katabi and John Wroclawski. A Framework

’ for Scalable Global IP-Anycast (GIA). BIGCOMM

Ken Calvert, James Griffioen, Amit Sehgal, and Stockholm, Sweden, August 2000.

Su Wen. Concast:_ Design and Implementauon of a [17] D. Katz. IP Router Alert Option, February 1997. RFC

New Network Service. IrProceedings of 1999 In- 2113

ternational Conference on Network ProtocdBsaka, '

Japan, November 2000. [18] S. McCanne and V. Jacobson. Receiver-Driven Lay-
) - , ) ) ered Multicast. InProceedings of the ACM SIG-

Ken Calvert, Jim Griffioen, Billy Mullins, Amit Seh- COMM '96 ConferenceOctober 1996.

gal, and Su Wen. Implementing a Concast Service. In
Proceedings of the 37th Annual Allerton Conference [19] C. Partridge, T. Mendez, and W. Milliken. Host any-

on Communication, Control, and Computjrgeptem- casting serviceRFC 1546 November 1993.
ber 1999.

[20] Sanjoy Paul, Krishan K. Sabnani, John C. Lin, and
Kenneth L. Calvert, Matthew B. Doar, and Ellen W. Supratik Bhattacharyya. Reliable multicast transport
Zegura. Modeling Internet TopologyEEE Commu- protocl. IEEE Journal on Selected Areas in Commu-
nications MagazingJune 1997. nications, special issue on Network Support for Mul-

e . . tipoint Communication1996.
Kenneth L. Calvert, James Griffioen, Billy Mullins,

Amit Sehgal, and Su Wen. Concast: Design and Im- [21] Sridhar Pingali, Donald F. Towsley, and James F.

plementation of an Active Network ServicelEEE Kurose. A Comparison of Sender-Initiated and
Journal on Selected Area in Communications (JSAC) Receiver-Initiated Reliable Multicast Protocols.the
19(3), March 1998. Proceedings of the ACM Sigmetrics Confereri@94.

Y. Chae, K. Guo, M. Buddhikot, S. Suri, and E. Ze- [22] J. Rosenberg and H. Schulzrinne. Sampling of the
gura. Silo, rainbow, and caching token: Schemes for Group Membership in RTP, February 2000. RFC

scalable, fault tolerant stream cachin@ appear in 2762.
IEEE JSAC Spring 2002.

[23] J. H. Saltzer, D. P. Reed, and D. D. Clark. End-To-End
Y. Chae and E. Zegura. PAMcast: Programmable any- Arguments In System DesigrACM Transactions on
multicast for scalable message delivery. Technical re- Computer System2:277-288, November 1984.

port, Georgia Tech, College of Computing, 2001.
[24] Matt Sanders, Ken Calvert, Mark Keaton, Samrat

S. Floyd, V. Jacobsen, S. McCanne, C-G Liu, and Bhattacharjee, Stephen Zabele, and Ellen Zegura. Ac-
L. Zhang. A Reliable Multicast Framework for Light- tive Reliable Multicast on CANEs: A Case Study.
weight Sessions and Application Level Framing. In In Proceedings of the 4th IEEE International Con-
Proceeding of the ACM SIGCOMM’'95 Conference ference on Open Architectures and Network Program-
November 1995. ming (OPENARCH’'01)Anchorage, AK, April 2001.

16



[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

Christoph Schuba. Project Orion: Transparent Server
(Cluster) Selection. Iisprint Applied Research parT-
ners Advanced Networking (SPARTAN) Sympaosium
Lawrence, Kansas, May 1998.

H. Schulzrinne, S. Casner, R. Frederick, and V. Jacob-
son. RTP: A Transport Protocol for Real-time Appli-
cations, January 1996. RFC-1889.

Srinivasan Seshan, Mark Stemm, and Randy H. Katz.
SPAND: Shared Passive Network Performance Dis-
covery. INUSENIX Symposium on Internet Technolo-
gies and SystemMonterey, CA, December 1997.

Dan Sterne. Adaptive Network Defense: Ac-
tive Network Intrusion Detection and Response,
2001. http://www.pgp.com/research/nailabs/adaptive-
network/active-networks.asp.

UCB, LBNL, and VINT. Network Simulator.
http://www.isi.edu/nsnam/ns/.

S. Wen, J. Griffioen, and K. Calvert. Building Multi-
cast Services from Unicast Forwarding and Ephemeral
State. InProceedings of the OpenArch 2001 Confer-
ence April 2001.

Su Wen, James Griffioen, and Ken Calvert. CALM:
Application-Aware Layered Multicast. IfProceed-
ings of the 5th IEEE International Conference on
Open Architectures and Network Programming (OPE-
NARCH’02) June 2002.

D. Wetherall, J. Guttag, and D. L. Tennenhouse.
ANTS: A toolkit for building and dynamically deploy-
ing network protocols. I"EEE OPENARCH’98San
Francisco, CA, April 1998.

B. Whetten, S. Kaplan, and T. Mont-
gomery. A High Performance Totally Or-
dered  Multicast  Protocol, August 1994,
ftp://research.ivy.nasa.gov/pub/docs/RMP/RNHystuhl.ps.

Rajendra Yavatkar, James Griffioen, and Madhu Su-
dan. A reliable dissemination protocol for interactive
collaborative applicationslEEE Journal on Selected
Areas in Communications, special issue on Network
Support for Multipoint Communicatiori996.

S. Zabele and T. Stanzione. Interest Management Us-
ing an Active Networks Approach. I8imulation In-
teroperability Workshop (SIWMarch 2000.

L. Zhang. Virtualclock: A new traffic control algo-
rithm for packet switching networks. |IACM Sig-
comm’9Q 1990.

17



