
Chapter 19
ARP (Address Resolution Protocol)

The Problem

• Because IP defines logical addresses for every machine we need a
mechanism to convert from the logical address to the real addresses

• The problem of Address Resolution must be solved

• There are essentially three methods to translate protocol addresses
to hardware addresses
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When does Address Resolution Occur?
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Figure 1: Example Topology
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Table Lookup
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Figure 2: Example Address Resolution Table
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Table Lookup (Search Costs)
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Figure 3: Use Indexing/Hashing to speed search
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ARP Messages (Example)
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Figure 4: Example ARP Message Sequence
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ARP Message Format

Hardware Address Type Protocol Address Type

Operation

80 16 24 31

Sender PAddr (last 2)

Sender HAddr (last 2) Sender PAddr (first 2)

Target HAddr (first 2)

Target HAddr (last 4)

Target PAddr (all 4 octets)

Sender HAddr (first 4 octets)

PAddr LenHAddr Len

Figure 5: ARP Message Format
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ARP Message Encapsulation
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Figure 6: ARP Message Encapsulation
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