NOTES

Chapter 19
ARP (Address Resolution Protocol)

The Problem

e Because IP defines logical addresses for every machine we need a
mechanism to convert from the logical address to the real addresses

e The problem of Address Resolution must be solved

e There are essentially three methods to translate protocol addresses
to hardware addresses
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When does Address Resolution Occur?
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Table Lookup

IP Address Hardware Address

197.15.3.2 0A:07:4B:12:82:36

197.15.3.3 0A:9C:28:71:32:8D
197.15.3.4 0A:11:C3:68:01:99
197.15.3.5 0A:74:59:32:CC:1F
197.15.3.6 0A:04:BC:00:03:28
197.15.3.7 0A:77:81:0E:52:FA
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Figure 2: Example Address Resolution Table

19

Tabl

e Lod

kup

(Search C

psts)

7.15.3

0:14:5

R:44:F2

191

A
OA:07:4

B:12:8%

p:36

0

A:9C:2

B:71:32:

0

A:11:C{3:68:0

r&:74:5

B:32:C(

b:1F

0
0|

|n:04:B

IC:00:0

5:28




NOTES

CS 471, Spring 97

Figure 3: Use Indexing/Hashing to speed search
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Figure 4: Example ARP Message Sequence

ARP Message Format
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Hardware Address Type

Protocol Address Type

HAddr Len | PAddr Len

Operation

Sender HAddr (first 4 octets)

Sender HAddr (last 2)

Sender PAddr (first 2)

Sender PAddr (last 2)

Target HAddr (first 2)

Target HAddr (last 4)

Target PAddr (all 4 octets)

Figure 5: ARP
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Message Format
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ARP Message Encapsulation

| ARF MESSAGE |

— 1

HEADER | FRAME DATA AREA | CRC |
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Figure 6: ARP Message Encapsulation
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