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Abstract—One of the challenges in reliable multicast is approximat-
ing or replicating TCP’s congestion control algorithm. This has led
to various proposals to adapt TCP itself for use over multicast. The
drawback of these multicast TCP services is that they place significant
processing load on the sender and they fail to deal with the problem of
ACK implosion.

This paper shows how concast, a network-layer aggregation ser-
vice, can be used in conjunction with a standard (unmodified)TCP
implementation to support reliable multicast while avoiding ACK im-
plosion and offloading ACK processing. Our prototype implemen-
tation shows that, even for relatively small groups, distributing the
ACK processing and reducing ACK losses translates into significant
improvements in end-to-end transmission rates.

I. I NTRODUCTION

Building a reliable, flexible transport service on top of
best-effort multicast has proven to be one of the most dif-
ficult problems in recent network history. The challenges
arise from various aspects of the problem, including (i)
the need to perform congestion control and loss recovery
over multiple heterogeneous paths through the network;
and (ii) sender-receiver processing asymmetries, including
feedback implosion and processing overload at the multi-
cast sender.

A wide variety of solution approaches have been ex-
plored. While some proposals largely ignore the problem of
congestion control [1], others make it a central focus of the
protocol. Solutions in the latter class often involve various
ad hoc or “TCP-friendly” congestion control schemes [2],
[3], [4], [5]. For these protocols, the asymmetry between
sender and receivers poses a significant problem, which
is typically addressed either by constructing an overlay of
nodes with special functionality [4], [3], or by restoring
symmetry and making all receivers be multicast senders [2].
Each of these poses challenges for deploy-ability.

An alternative approach that seems promising is to use
TCP essentially unchanged, adding functionalitybelow
TCP in the protocol stack (in particular at the sender) to
hide the existence of multiple receivers from its protocol
mechanisms by preprocessing their acknowledgment mes-
sages. This approach changes TCP from a point-to-point
service into a one-to-many service. A significant advantage
of this approach is that it maintains the TCP abstraction for
the application: sender and receivers interact with the ser-
vice using the same basic set of calls as in a point-to-point

connection. Another advantage is that, from a congestion
control perspective, the resulting channels behaveexactly
like a point-to-point TCP flow. Because they use the TCP
congestion control mechanisms (not an approximation), no
part of the multicast flow can obtain more than its fair share
of the bandwidth.

In its pure form, this approach requires no special in-
network processing. It has been investigated previously;
an implementation known as single connection emulation
(SCE) was created [6]. The main challenge in the absence
of network support is the asymmetry: while the “shim”
functionality hides the existence of multiple receivers from
TCP, the shim itself must maintain and process (acknowl-
edgment) state for each multicast receiver; clearly this
places a significant processing load on the sender, and limits
scalability. Moreover, as the number of receivers increases,
so does the the potential for implosion and acknowledgment
(ACK) loss near the source.

In this paper we investigate the use of a TCP-based ap-
proach with a modest amount ofgeneral-purposenetwork
support, viz., theconcastservice. Concast [7] is a pro-
grammable network-level service that provides amany-to-
one service abstraction. It presents a natural solution to
many of the problems arising from sender-receiver asym-
metry in large-scale multicast applications; as such, it has a
variety of uses [8], [9], [10].

We call our serviceMulticast Concast TCP (MCTCP).
Our primary goal for MCTCP was to reduced the bandwidth
and processing loads caused by ACK traffic converging at
the sender. We also wanted to maintain backward compati-
bility so that MCTCP would function properly even if con-
cast were only partially deployed. Finally, we wanted to
maintain the standard TCP abstraction as much as possible,
so that legacy applications could easily be converted to use
MCTCP.

We begin with a brief overview of the concast service
(Section II). Section III then introduces the MCTCP service
abstraction. Section IV and following sections describe the
general design of the MCTCP merge function and details
of connection establishment, ACK processing, and option
handling. Section VI describes our prototype implementa-
tion and presents performance results obtained from exper-
iments run on our emulation network (EMULAB). Finally,
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sections VII and VIII briefly describe how our work relates
to past approaches, and offers some concluding remarks.

II. CONCAST OVERVIEW

Concast is a many-to-one communication service that
provides the symmetric inverse of multicast: a group of
senders transmit messages that are merged en-route to a
common receiverR [10], [7]. As with multicast, an arbi-
trary number of group members (senders) are represented
by a single group addressG, hiding the group’s member-
ship from the concast receiverR. Packets delivered toR
are derived from the packets sent by members ofG. A con-
cast flowis uniquely identified by the pair(G, R). Each
flow is created by its receiver, and senders “join” the flow
before they begin sending. TheConcast Signaling Protocol
(CSP) handles establishment of the relevant flow state in the
network, i.e. at all concast-capable nodes on the paths from
group members to the receiver. Each concast capable router
maintains aflow state blockthat records amerge specifica-
tion describing how packets are to be merged, and anup-
stream neighbor list(UNL) that records the next concast-
capable nodes “upstream” (towards the senders) for this
flow. The UNL is maintained using soft-state techniques
similar to RSVP [11].

The concast service allows for different merging com-
putations to be carried out by the network; the desired se-
mantics (i.e. the merge specification) are supplied by the
receiver at flow setup time. Merge specifications may be
incrementally deployed throughout the network. At each
concast enabled hop IP packets are checked for the Concast
IP option. The Concast IP option contains the option flag,
a concast sender id, and the group id. At each hop(G, R)
is determined from the Concast IP option and the destina-
tion address. Packets are merged based on their respective
(G, R) pair. The merge semantics are characterized by a
merge specification, which defines (1) how datagrams deliv-
ered to the receiver are derived from datagrams transmitted
by different senders (2) the timing of datagram forwarding
and delivery; and (3) which datagrams are combined with
each other (e.g. only packets containing the same sequence
number are merged with each other). A custom merge spec-
ification can be specified by supplying definitions for the
functions shown in Figure 5 which will be executed in the
framework shown in Figure 1.

We have built a prototype concast implementation that
comprises: a user-space CSP implementation; a user-space
“merge daemon” framework for Java and one for TCL; and
Linux kernel modifications to allow sender/receiver signal-
ing via socket options, as well as intra-kernel routing of
concast packets to and from the merge daemons. To in-
crease merging performance, we have also developed a TCP
merge daemon written in the “C” programming language.
Unless otherwise noted, the “C” TCP merge daemon was
used to the collect performance statistics shown in this pa-
per.

ProcessDataGram(Receiver R, Group G, IPDatagram m) {
FlowStateBlock fsb;
DECTag t;
MergeStateBlock s;

fsb = LOOKUPFLOW(R, G);
if(fsb != NULL) {

t = fsb.GetTag(m);
s = GETMERGE STATE(fsb, t);
s = UPDATETTL(s, m);
s = fsb.merge(s, m, fsb);
if(fsb.done){

(s, m) = fsb.buildDatagram(s);
FORWARD DG(fsb, s, m);

}
PUT MERGE STATE(fsb, s, t);

}
}

Fig. 1. Concast Framework Per-Packet Processing

getTag(m): a tag extraction function returning
a hash or key identifying the message. Message m and m’ are
eligible for merging iff getTag(m) = getTag(m’).

merge(s, m, fsb): the function that combines messages
together. The first parameter is the current merge
state(i.e. information representing messages
that have already been processed). The second parameter
is the new message to merge into the saved state s.
The third parameter is a ”flow state block” containing
information about the concast flow to which m belongs.

done(s): the forwarding predicate that checks s, the
current message state, and decides whether a message
should be constructed(by calling buildMsg) and
forwarded to the receiver.

buildMsg(s): the message construction function,
which takes the current message stats s, and returns
the payload to be forwarded toward the receiver.

Fig. 2. Concast Merge Spec Functions

III. MCTCP SERVICE ABSTRACTION

One of our goals was to offer an abstraction similar to the
standard TCP abstraction so that legacy applications could
easily be converted to use MCTCP. Consequently, MCTCP
offers a connection-oriented byte-stream service just like
TCP. The primary difference is that data flows only in one
direction (from the sender to the receivers). From the point
of view of the applications, a multicast connection is estab-
lished when the set of receivers invoke theconnect()sys-
tem call (at approximately the same time; see below) to
connect to the sender. The sender accepts the connection
requests fromN clients using a singleaccept()call. Once
the connection is established, data flows from the sender to
receivers and TCP acknowledgements flow in the reverse
direction.

Because MCTCP offers the same abstraction as TCP,
MCTCP can be built on the standard TCP implementation
without modification. Instead, multicast features are imple-
mented in a concast merge specification and a system call
that enables both multicast and concast on the socket. From
the user’s perspective, establishing a reliable multicastTCP
connection is identical to establishing a point-to-point con-
nection except for one additional call to turn the connection
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into a multicast connection, and one added call in the client
to bind to a particular multicast address. Once data trans-
fer begins, there is no difference; ACK merge processing is
completely hidden from the user. The basic API calls are
shown in Figure 3.

Server
1. Open a (TCP) socket.
2. Enable MCTCP and join mul-
ticast group.
3. Bind to the server port.
4. Call listen
5. Call accept to wait for a con-
nection.
6. Send data as in traditional
TCP

Client
1. Open a (TCP) socket.
2. Enable MCTCP
3. Bind to the multicast
group/port
4. Call connect()
5. Receive data as normal

Fig. 3. MCTCP API Call Sequence

Because the MCTCP abstraction allows the sending ap-
plication to treat the receivers as if they were a single entity,
it has the same nice scaling properties as the IP multicast
abstraction. It should be noted, however, that throughput
will be determined by the “slowest receiver”. Also, the
probability of a packet being lost by some receiver grows
exponentially as the number of receivers increases and can
severely reduce the achievable throughput [12]. However,
this is true of any reliable multicast scheme that does not
support local retransmissions.

Given a kernel with TCP and concast support, we were
able to implement our reliable multicast (MCTCP) abstrac-
tion simply by adding a new system call to enable MCTCP
on a socket. This new system call performs three tasks.
First, it joins the specified multicast group. Second, it cre-
ates a concast group and installs the merge specification
needed for ACK aggregation. Third, it enables a kernel
routine that converts multicast addresses to/from unicastad-
dresses before the packet is handed to the TCP module. The
conversion routine isolates the TCP module from the under-
lying multicast/concast services, creating the impression of
the unicast channels TCP expects.

IV. MCTCP DESIGN

MCTCP’s basic proposition is that reliable multicast can
be designed to avoid ACK implosion and minimize the
sender’s ACK processing load by replacing TCP’s underly-
ing unicast service with (1) a multicast service for data dis-
tribution in the forward direction, and (2) a concast service
for ACK aggregation in the reverse direction. Designing a
multicast service for the forward direction can be achieved
in the obvious way: carry TCP packets in IP packets with a
multicast destination address (as opposed to a unicast desti-
nation address). Designing an aggregation service for ACK
traffic flowing in the opposite direction is not as easy. We
address this problem in Section V.

Figure 4 illustrates the basic MCTCP architecture and
initial connection setup phases. The initial step (not il-
lustrated in Figure 4) is for the sender and receivers to
join the appropriate multicast and concast groups. Like
TCP, MCTCP then employs a three-way handshake to cre-
ate the connection. In the first phase, each receiver sends

a concast SYN packet to the sender. To avoid maintain-
ing TCP sequence number mappings at all intermediate
routers, all receivers use the same starting sequence num-
ber. This can be accomplished in a variety of ways, but our
current implementation uses a simple hash of the concast
group address to determine the starting sequence number at
MCTCP-enabling time. As the concast SYN packets travel
toward the sender, they are merged together (see Section V)
such that a single SYN packet representing all receivers is
ultimately delivered to the sender.

Before delivering the SYN packet to the sender’s TCP
module, the packet is passed through an address transla-
tion routine that changes the source address from a unicast
address to a multicast address. This causes TCP to send
the SYN+ACK response to the entire multicast group rather
than the last concast router along the path. When the mul-
ticast SYN+ACK arrives at the receivers, it undergoes an
opposite address translation in which the multicast destina-
tion is replaced with the receiver’s IP address. This trans-
lation ensures that the packet is associated with the correct
TCP flow (i.e., TCP PCB). The final message of the three-
way handshake is then sent by all receivers using concast
to combine them into a single ACK delivered (after source
address translation) to the sender’s TCP module.

From this point onward, the TCP module automatically
uses the multicast group address as the destination address,
receives combined (merged) ACKs representing the “slow-
est” of the receivers and updates the sliding window accord-
ingly. At the end of the connection, a process analogous to
the connection setup occurs, this time tearing down the con-
nection and leaving the multicast and concast groups.

V. THE MERGE SPECIFICATION

The functionality needed to implement MCTCP without
modifying TCP is largely contained in MCTCP’s concast
merge specification.

As described earlier, the merge specification is defined in
terms of four functions. Figure 5 outlines the functional-
ity needed in each of the four functions in order to support
MCTCP. Because the merge specification handles all TCP
control packets (e.g., SYN, ACK, FIN) the operations per-
formed by themerge, done, andbuildMsgfunctions depend
on the type of packet and the current connection state. The
getTagfunction is used to identify the current connection
state. Note that the TCP sequence number carried in the
ACK packets does not change during the data transmission
phase, because data only flows in the forward direction. As
a result, the sequence number only changes when the ses-
sion transitions from the connection setup phase to the data
transmission phase, or from the data transmission phase to
the connection teardown phase. Consequently, thegetTag
function simply needs to look at the sequence number to
identify the current state of the connection. The following
sections describe the merge spec behavior under each of the
different connection states.
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Fig. 4. MCTCP Connection Initialization

getTag(m):
return tag = tcpsequencenumber

merge(s, m, fsb):
if (connectionestablished) then

if (not upstreamnodetable{senderID}) then drop;
else if (SYN) then

upstreamsendertable.add(senderID);
else drop;
/* SYN or connection established */
if (SYN) then “merge TCP options“;
window table{senderID} = tcp window size;
if after(tcp ack number, upstreamnodetable{senderID}.ack number) then

upstreamnodetable{senderID}.ack number = tcpack number;
else retransmit = true;

done(s):
if ((not connectionestablished) and (connectionestablishmenttimer = -1)) then

connectionestablishmenttimer = ESTABLISHMENTTIMEOUT;
return false; /* not done */

else if (not connection established) then
if (not SYN) then return false;
if (connectionestablishmenttimer == 0) then /*timer has expired*/

return true;
if ((SYN) or (we have a new cumulative ack from all known senders)
or (retransmit)) then

return true; /*done, therefore callbuildMsg*/
buildMsg(s):

if ((not connectionestablished) and (SYN)) then connectionestablished = true;
if (SYN) then “calculate tcp options“;
tcp header.windowsize = minimumwindow received(windowtable);
tcp header.acknumber = minimumack received(upstreamnodetable);
forward tcp control message;

Fig. 5. TCP merge specification pseudo-code using a simple timer based
mechanism during connection establishment. Note: For simplicity, many
error conditions and the connection termination pseudo-code have been
ommitted.

A. Merging During Connection Establishment

SYN merging can be accomplished in several different
ways depending on how closely in time receivers are re-
quired to “connect” to the sender. In the least restric-
tive case, receivers join at any time. Although our cur-
rent implementation does not support this, our decision to
have receivers initiate the connection facilitates this model
(but requires additional sequence number re-mapping on
the receivers). Our current implementation assumes re-
ceivers join at roughly the same time—i.e., receivers must
all connect within a specified time-frame (see Figure 5).
Many connection synchronization approaches may be im-
plemented, the desired approach simply needs to be en-
coded in the merge specification. Our current merge spec

contains both time, sender count, and a time/sender count
combination mechanism for connection establishment. The
method or combination of methods to be used can either
be hard-coded into the merge specification or passed as a
parameter from the concast receiver.

The merge daemons (“mergeds”) change to theconnec-
tion establishedstate after they have forwarded the third
message in the three-way handshake. At this point, the
merge daemon has a list of its upstream children from which
it expects to receive ACK messages (or possibly FIN mes-
sages).

B. Merging During Data Transmission

During the data transmission phase, TCP acknowledge-
ment numbers for each receiver are maintained at their
nearest downstream (to the concast flow) neighbor. Each
merged maintains a list of its children’s (in the concast tree)
IDs along with the highest cumulative acknowledgement
seen from each child. When all children have acknowl-
edged a byte(s), the merged constructs a representative cu-
mulative acknowledgement and forwards it toward the mul-
ticast source.

C. Merging of TCP Options

Some TCP options are used quite frequently, usually to
enhance performance in some way. To support these per-
formance enhancements, we included support for a subset
of the most common TCP options in our merge specifica-
tion. In particular, we implemented the TCP window scale
and the TCP maximum segment size(MSS) options. Both
of these options are only carried on SYN packets, and have
straightforward implementations. For the TCP MSS option
we simply take the minimum MSS advertised by any re-
ceiver. In the case of the TCP window scale merging op-
tion, we set all clients to use the same window scale. Our
goal was to simply allow the window scale option to func-
tion with our implementation. If the clients do not cooper-
ate on selecting a window scale, the result is that a smaller
advertised window is recognized, and as a result for high-
bandwidth large-delay connections a performance loss can
result.
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Other TCP options are more difficult to support. For ex-
ample, the TCP timestamp option is difficult to implement
since there is no simple way to collect a “global” timestamp
from all the competing MCTCP clients. As a consequence,
the timestamp-supported Protection Against Wrapped Se-
quence (PAWS) feature cannot be easily supported.

VI. RESULTS

To evaluate the impact concast ACK merging has on mul-
ticast throughput, we implemented a prototype system in
the Linux kernel and measured performance using an em-
ulated network topology. In particular, we recorded the
sender’s processing load with and without MCTCP to quan-
tify the benefits of distributing the ACK processing. We
also measured the overall throughput achievable with and
without MCTCP.

Figure 6 shows the network topology used in our tests.
The tests were run on the Kentucky EMULAB facility
(based on software from the University of Utah [13]). Each
node in the topology was a 1.5Ghz Pentium with multiple
100 Mbps network interfaces. The topology consisted of
one sender, 18 multicast receivers (R0−R17), and three lev-
els of merge daemons (M0−M8). To evaluate performance
with and without merge processing, we ran the system with
merging only at the sender (like SCE [6]), and with merging
at the sender and all intermediate nodes (MCTCP). To mea-
sure the benefits when concast is only partially deployed,
we also measured performance with merging at the sender
and a subset of the intermediate routers.

R3 R4 R5 R6 R7 R8 R9 R10 R11 R12 R13 R14 R15 R16 R17R0 R1 R2

    M0

    M6     M7     M8    M5    M4    M3

    M1     M2

Level 1

Level 2

Level 0 Sender

Fig. 6. Experimental Topology (EMULAB)
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Figure 7 illustrates the throughput achievable when
merging is enabled at various levels of the multicast tree,
ranging from the sender-only (Level 0) to all routers
(Levels 0,1,2). The graph shows that even with this
rather small topology, throughput can be significantly im-
proved (roughly a factor of 2) by pushing ACK merg-
ing/aggregation into the network. Simply offloading some
ACK processing from the sender to Level 1 nodes resulted
in a significant throughput improvement.

Figure 8 shows the CPU utilization at the merging nodes
at each level of the hierarchy. The graphs show only the
user-level load (i.e., the load resulting from merged pro-
cessing).

Figure 8a shows the CPU load (at the sender) with
sender-only merging. Because the sender was responsible
for merging all ACK packets, the queues became longer,
lengthening the time before the before the window could be
advance and slowing the overall throughput. It should be
noted, that if we combined system and user-level CPU uti-
lization for the sender-only case the result was 100% CPU
utilization at the server node.

Figure 8b shows the average CPU load at merged’s from
each level of the MCTCP implementation. It shows the load
is evenly distributed across the merging levels and is only
a small fraction of the load experienced by the sender in
the sender-only case. Even when including the system-level
CPU utilization, the maximum load was less that 70% for
all merge nodes. The end result of MCTCP is a significant
improvement in end-to-end throughput.
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VII. R ELATED WORK

Reliable multicast has been widely studied in the past us-
ing approaches that range from network level services, to
active network services, to application level services [3],
[4], [14], [15], [16], [17], [1], [18], [2], [19], [5]. The
most closely related work is the Single Connection Emula-
tion (SCE) approach [6]. Like our work, SCE replaced the
underlying unicast transport service with a multicast ser-
vice. Unlike our work, SCE relied on unicast channels in
the reverse direction with all merge processing located at
the sender. As we have shown, the processing load imposed
on the sender by such an approach can significantly reduce
or limit the achievable throughput.

Another difference between our approach and SCE is
the fact that connections originate at the sender in SCE
whereas they originate at the receiver in MCTCP. Because
connections originate at the receiver in MCTCP, receivers
can join/leave at any time.

VIII. C ONCLUSIONS

Many reliable multicast protocols have proposed ways
of approximating, or replicating, TCP’s congestion control
algorithm. The drawback of these multicast TCP services
is that they place significant processing load on the sender
and they ignore the problem of ACK implosion.

In this paper, we described a new reliable multicast pro-
tocol, MCTCP, that avoids the problem of ACK implosion
and offloads ACK processing to routers in the network. Per-
formance results from our Linux prototype demonstrate that
significant performance gains can be achieved by offload-
ing ACK processing into the network. MCTCP maintains
the TCP service model abstraction so legacy applications
can be easily converted to use the new service and it can be
implemented without any modifications to the kernel TCP
modules. The model also allows for receivers to join/leave
the connection dynamically.
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