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Abstract

Concast is a new network service, the “dual” of multicast. Withaast, messages
from different senders addressed to the same receiver are meydghd network into a
single message for delivery to that receiver. Like multicasbcest is a scaling mecha-
nism that simplifies application design by allowing a group argeo be represented by a
single (source) address. Like multicast, concast conserves hatagmurces by reducing
redundant packet transmissions. Concast offers a solution tenfiiesion problems that
can arise when receivers in a multicast application have teigedeedback to a sender.
Unlike multicast, concast is most useful when the applicationasstomize the service
by supplying the definition of the “merge” function to be implented by the network. It
is thus an excellent match for active networking. This palgscribes our experiences im-
plementing a concast service framework. In spite of its actatene, the implementation
is compatible with current Internet protocols, and could éployed incrementally.

1 Introduction

The Internet is rapidly becoming the virtual workplace where people go to meeg, isifan-
mation, discuss ideas, and, in general, collaborate. Collaborative appicatich as tele-
conferencing, virtual-offices, shared whiteboards, chat rooms, and applichfiongare be-
coming important tools. Information dissemination applications such as stamk ypidates,
network news feeds, mailing lists, and webcasting to interested padgebecome the lifeline
of many businesses. As a result, flexible group communication models are becooneas-
ingly important.

Group communication models have been in use for many years [6, 4, 7]. Past approaches
have focused on the problem of one-to-many communication (possibly) with extensions to
many-to-many. A glaring ommission is the lack of network support for many-to-omenu-
nication.

Recently we described a new programmable network service calechst5], which is
an inverse or dual of multicast. Multicast uses a single network addresgresent a group of
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receivers; concast uses a single address to represent a group of senders.patiet s sent
to a multicast address, the network delivers a copy to all receiverdwatmjoined that group.
When multiple concast group members send packets addressed to a singlerrecgyw a
single packet is delivered to that receiver, and it appears to come frernancast group.
Internet multicast is a scalable one-to-many service because the sendenateteal with
receivers individually, but instead can treat them as a group. Concastsiffelar benefits to
applications that require scalable many-to-one communication. Examples of suiciaiqms
include sensor data collection, group teleconferencing, and any application nyt#edback
from a multicast group.

A key difference between concast and multicast is the requirment of, and tbeoet]
having aprogrammableconcast service, where applications castomize the service’s merge
semanticghat are carried out by the network. Applications that can download code into the
network to map from the set of sent messages to received message meang tyzplication
involving many-to-one communication can potentially benefit from a concast seswigly
by tailoring the merge function to its needs.

In a companion paper we defined the basic concast service framework and signatimg pr
col [5]. This paper focuses on issues related to the implementation and deployhaecus-
tomizable concast service. We begin with a brief review of the serviceaalisin (section 2)
and then describe an implmentation in the context of the IP protocol, highlighting pr®blem
that must be addressed in this context (section 3). We developed an early pratbtiyee
service using Linux-based PCs. Section 4 presents the concast APl and gsnienpdtion.
Section 4.3 describes how merge processing can be added to Linux routers ta tteemeo
concast-enabled routers. Finally, we demonstrate the utility and custahtyzaf the service
with an audio mixer application (section 5).

2 Concast Service Overview

Concast is naturally symmetric with multicast in many ways: Concaslires that a portion of
the IP address space be set asidectorcast group addresseblulticast uses a group address
to represent a group of receivers; concast uses a group address to represenbasgoders.
In multicast, the sender does not know who the receivers are; in concasteheretes not
know who the senders are. When a packet is sent to a multicast address, i nletwers a
copy to all receivers who have joined that group. When multiple concast group mesdnel
packets addressed to a single receiver, only a single packet is delivettext receiver, and it
appears to come from the concast group itself. The netaopticatesmulticast packets, so
a single send results in multiple copies of the sent message being delivetledpniast, the
network applies an application-specific, semantics-based merge functizeptonultiple sent
messages into a single received message. Like multicast, concésgseffort service.

The concast receiver is responsible for providing the network witieege specification
that defines the mapping from sent messages to the delivered message. Thepeafgation
includes the destinatioR, source group addregs, and descriptions of the various computa-
tions that must be carried out on the packets to merge them with other paclaigibglto
the same flow, including a definition of what packets are eligible for mergingh Eacast
sender is responsible for signaling its intent to send as a member of the group¢tiea 3.2).
Signaling causes the merge specification to be pulled from the receivedttvessender.

As concast datagrams travel through the network, they are processed hop-by-hoph At eac
concast-capable node, concast packets (flagged by the Router Alert IP option [9jarzhat
address in the source field) are diverted for merge processing. First thedlos G) is ex-



voi d ProcessMessage(Receiver R, Goup G |Pdatagramm {
Fl owst at eBl ock fsb;

MsgKey k;

Mer geSt at eBl ock *s;

fsb = | ookUpFl oW R, G ;
if (fsb !'= NULL) {
= fsb.getTag(m;
= fsb.findMergeState(t);
= fsb.nmerge(s, mfsbh);
fsb. saveMergeState(s,t); /* replace previous state value */
if (fsb.done(s))
forwardMsg(R, G fsb. bui | dMsg(s));

nw n

} /* ProcessMessage */

Figure 1: Network per-packet processing.

tracted from the packet, whereis the destination address a@ds the concast group address.
Next, the merge specification for floiR, G) is retrieved, and the flow-specific processing is
applied.

2.1 Concast Processing

Concast-capable nodes maintaifflaw State BlocKFSB) for each active concast flow. The
FSB contains the merge specification, processing state information for @ngdass merges,
and anU N L containing addresses of concast-capable nodes for which this node is the next
downstream hop of the flow towards

The hop-by-hop processing of concast messages is defined in terms of the following func-
tions, which together with the flow specificatiéR, G), make up thenerge specificatiah

getTag(m): atag extractionfunction returning a hash or key identifying the message. Mes-
sagesn andm' are eligible for merging ifjetTadm) = getTadm').

merge(s, m, f): the function that combines messages together. The first parameter is the cur-
rent merge statewhich contains information representing messages that have already
been processed. The second parametsithe incoming message, which will be merged
into the saved state The third parameter is the flow state block for the concast flow to
whichm belongs.

done(s): theforwarding predicatehat checks, the current merge state, and decides whether a
message should be constructed (by calbodgdMsg and forwarded to the receiver. This
function may set up timeouts to arrange for later processing in case addjiacikats
do not arrive.

buildMsg(s): the message constructidnnction, which takes the current merge stateand
returns the payload to be forwarded toward the receiver.

The processing applied to each concast packet is shown in Figure 1. When tloeknetw
detects an incoming concast packet, it first retrieves any stateiassbwith the given re-
ceiver and group address. If state exists, the identifier (tag) of the mdssageprocessed is
computed using the suppliggttTad) function, and any associated message state is retrieved.
A new message state block is computed from the old state and the message paydhd, a

We do not deal with the issue of a language for specification of thesddnadiy the receiver, except to note
that languages for specifying code in active networks are the subject oingngesearch [8, 13, 11].
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result is stored back with the tag. If tdend) predicate indicates that merging is finished, the
buildMsqg) function is called to generate a payload, which is forwarded toward tresver
with the concast source address and the IP address of the receiver for this flow.

2.2 Concast Signaling

TheConcast Signaling Protoc¢CSP) deals with the establishment of flow state in the concast-
capable nodes of the network. Here we merely describe the basic CSP operati@eaio igiea
of its robustness; further details are available@h [

CSP messages are sent as regular IP unicast datagrams with CSP idientifeeprotocol
field, and the Router Alert option included to stimulate hop-by-hop processing. Theisggnal
process begins when a receiving application indicates to the local concast nisdidsiie to
receive from a specific concast group, and supplies a merge specification. Theolocast
module creates a FSB for the flow with an empty L and installs the merge specification. On
the other end of the flow, before sending a concast packet from @fdagR, a concast sender
first signals its intention to do so. This triggers the local concast module té& eitezther there
already exists a FSB for (R,G). If not, the local module creates a FSB foratheafid sends a
Request for Merge SpecificatiRMS) signaling message addressed to the recgiverthe
RMS message travels toward the receiver, it is intercepted byceaaast-capable node along
the way, until it reaches a node with the merge spec. Each node along the wag ae&SB,
adds the source address to the UNL for the flow, inserts its own address as tbe, smar
forwards the request.

When the message reaches a node that has the merge specification installéa-warst
caseR — that node replies with &erge SpecificatioifiMS) message containing the merge
specification (encoded in a platform-independent way). In this way the mergiicaem
propagates from the receiver to the senders. New senders are “graftedhemonicast tree
at the point where their path to the receiver intersects the existingviteen may be at the
receiver itself). Intermediate nodes that have only a single upstream neighbot adwoke
the merge function on incoming messages, but forward them immediately fheedy.

Each concast-capable node periodically sends a KeepAlive message dowristreanh
of its active concast flows. If a node fails to receive an KeepAlivesags from an upstream
neighbor node for several periods in a row, it “prunes” that branch of that flow by regnovi
the node from the flow’s UNL; thus inactive senders are eventually remowved the tree.
When a flow’s UNL becomes empty, its FSB is deallocated. Errors are hahglednding
CSPError messages upstream. For example, if an RMS message reaches the’saueder
and the receiver has not provided a merge spec for the given flow, an Errogaasdizating
“No Such Merge Spec” is propagated back upstream to the originating sender.

3 Issues

A number of issues arise in the design and implementation of a backward-compatibhst
service. In this section we outline them and briefly describe the approach wehasen.

Identifying Concast Flows. As soon as more than one form of concast service is allowed,
the possibility arises that different receiving applications on the same hibseed different

2The source address of a CSP packet is always the (unicast) IP address a¢kbesporigin; this is crucial
because it enables connectivity problems in the concast tree to be detecteMAgICMP messages cannot be
sent in response to packets with concast source addresses.)
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forms of the service and will supply different merge specifications. The nethasio be able
to distinguish among these flows so that the functiook UpFl ow returns the proper flow
state block for each incoming datagram. At least two solutions are possible.id@ntifies
a flow with the pair (receiver IP address, concast group); the other identifigstihe four-
tuple (receiver IP address, receiver protocol, receiver port number, ¢aroap). The first
approach does not require the network to be aware of higher-level protocols, butsehatre
different applications on the same host use different concast addresses whesténas/ from
the same concast group. The second approach allows the concast address to taprgs®iy
of senders, independent of receiver, but violates layering and relies on having pbensum
all transport protocols in the same place.

We decided to implement a third approach that borrows from the strengths of both. In our
approach each concast service is identified by a tuplé&?( A), whereG is the concast group
addressR is the receiver’s IP address, addis an ID that uniquely identifies the receiving
application.

G andR are of course carried in the IP header; to avoid depending on application identifi-
cation being in a particular location in the IP payload we place the applicAdiotin an IP
option. The “AppID” option contains a 4-octet number. How the ApplID is chosen (and agreed
upon between senders and receivers) is not defined by the concast mechanismptneaym
to ensure uniqueness is to derive the ApplID from the receiver’s protocol and traadgess,
which must be known to all parties anyway.

Flow State Scalability. Concast requires that nodes maintain state information for each flow
(receiver and group). For scalability it is necessary to limit the eyv-State to a bounded
(preferably fixed) size. Enforcement of this requirement is closely tethé form of the
programming interface. If merge specification functions are provided in thedbdava byte-
codes, for example, the virtual machine used to execute those functions needs ¢otleaisur
their resource usage is limited. (Various approaches to this problem have beerepropibe
context of active networks?[ 8].) For example, only a fixed number of “merge states” could
be kept for any particular flow, with the size of each limited to a netweide bound. Given a
bound on the amount of per-flow state, concast is approximately as scalable aashulti

Fragmentation. So far our description has assumed that senders’ IP packets were not frag-
mented. However, if the sender transmits large IP datagrams, routerstiaédowgy may split

them into fragments, spreading the original payload across the fragments. l@algémer
mentation is a problem because merge functions will typically be designed to @peréill
packets’

Possible solutions include reassembling fragmented datagrams before handing ioem of
concast processing (which is likely unacceptable due to processing load ede)agath MTU
discovery by the senders; and having the application do its own fragmentaticeassem-
bly, of which the merge function is aware. Our recommended approach is per-gder
discovery.

Error Conditions and Unreachability. Because a router does not know the source of a
concast message, ICMP messages such as “destination unreachable” canne¢tasldehen
an error is encountered in processing a concast datagram, whether the routeast-capable

3Although conceivably one might make tlgetTagand mergefunctions operate on fragmented datagrams,
asumming the merge operation commutes; i.e., the result of reassethiglimgrged fragments is the same as the
result of merging the reassembled fragments at each hop.
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or not. On the other hand, ICMP messages are not generated for IP multicas@sestaer.

However, our design ensures that error information can propagate via signa@ssages. If
a receiver becomes unreachable or another error is encountered, periodic Sigresiages
flowing downstream will eventually cause this fact to be reported, and viledlCIMP message
reaches the originating node, a CSP error message is propagated to its upsiigdeoors.

Merge Function Limitations. In our implementation, merge processing results in messages
being senbnly on the outgoing link toward the receiver. It may be desirable to allow merge
functions to send messages anywhere (for example, back to one of the childrengaif bis
useful in giving quick feedback to children or to detect/correct errors quickly.

Multi/Concast Packets. Nothing in our description suggests that packets should not contain
botha concast source address and multicast destination address. Howevenemntpig such

a combined service in a distributed manner appears to be problematical, delifierent
packets get merged in different parts of the multicast tree. At this pointhgpiementation
discards packets containing both a concast and a multicast address.

4 Implementing the Concast Framework

To evaluate the benefits of the concast service model, we are implementingtypeaton-

cast framework using Linux PCs as the development platform. In the followangegcribe

our design and illustrate where concast processing fits in the standard protmgol@tr dis-
cussion is couched in terms of the Unix operating system, but a similar appcoatth be
followed with most any operating system (particularly ones that support &)ck@ur cur-

rent prototype does not yet implement the CSP signalling protocol, and thus, merge functions
must be installed manually at routers rather than being pulled down autoliyatidawever,

the signalling protocol described in section 2.2 can be implemented in our frakéwa
straightfoward manner.

4.1 TheConcast Programming I nterface

Applications on the end-systems enable concast service by creating socketaanral fash-
ion, and then associating the socket with a concast flow. Two new systesracalprovided
to associate a socket with a concast flo@CAST_JO N FLOWand CCAST_SET_MERGE.
CCAST_JO N_FLOW:is invoked by senders, whil€CAST_SET_MERGE is invoked by re-
ceivers. Both calls are implementedsest sockopt () calls as shown in Figure 2.

setsockopt (sock, | PPROTOI P, CCAST JO NFLOW &fl owspec, sizeof (fl owspec) )
setsockopt (sock, | PPROTOI P, CCAST_SET_MERGE, &nergespec, sizeof (mergespec) )

struct fl owspec { struct nergespec {
ul ong Concast Addr ess; struct flowspec fs;
ul ong Recei ver| PAddr ess; char *get Tag;
ul ong Appl b char *merge;
ushort Recei verPort; char *done;

} char *bui |l dMsg;

}
Figure 2: TheCCAST_JO N_FLOWandCCAST_SET_MERGE system calls.



The CCAST_JO N_LFLOWCcall takes a flow specification and sets up the socket for con-
cast communication. Specifically, it binds the socket to the specified sondcdestination
addresses.All packets sent via this socket will h@@acast Addr ess as the source address
andRecei ver | Paddr ess as the destination address; if the protocol supports port numbers,
Recei ver Port will be used as the destination port number. Because the endpoints of the
socket are fully specified, calls suchssndt o() andr ecei vef ron() are not permitted.

In addition, the socket is configured so that the IP Router Alert and the IP AppID optibns

be placed in the IP header of each outgoing packet. The method of computing the AppID
value (see section 3) is up to the application; in our audio application (stersbf we set
AppID = (Protocol << 16) | ReceiverPort. CCAST_JO N_.FLOWalso initiates the CSP
signalling protocol as described in Section 2.2. The call blocks until a Merge Sp¢ioifi or

Error message (e.g. No Such Merge Spec, Destination Unreachable) iveddoe the flow.

The CCAST_SET_MERGCE call binds the socket to a flowspec, but also installs the merge
functions needed at concast-enabled routers. Specifically, it registesocthet to receive
packets belonging to the flow (i.e., packets witthcast Addr ess as source, destination IP
addres$kecei ver | Paddr ess, and IP Application Id option with containing valdepl D.

(It also binds the receiver to the local pdtcei ver Port.) It also causes the specifica-
tionsgettag, nerge, done andbui |l dnmsg (we assume these are supplied as character
strings) to be parsed and compiled/installed locally so that they can be@pplincoming
messages. The specifications themselves are stored with the FSBnfmnission in response

to subsequent CSP Request for Merge Specification messages.

4.2 End-System Processing

The sender and receiver protocol stacks must be modified in order to transmiécader
concast packets. Figure 3 illustrates the protocol stack organization tusett ¢he sender and

receiver.

e o L

‘TCP‘ ‘UDP‘

IP

~— Normal Protocol Path

— Concast Outgoing Path
— Concast Incoming Path

Hardware
Driver

Figure 3: Sender/Receiver protocol stack organization

The concast module at the end system interfaces with the IP module, and is relepfamsi
carrying out merge processing whenever the end system is a merge point for a flotw(e.g.
senders on the host sending on the same flow, or incoming branches from differentmpstrea
neighbors destined for a local receiver). Flow identification is based onalegEcs set via
theset sockopt () calls. Outgoing concast packets are handed off to the concast module
during IP processing for insertion of a concast source address, router alert ogib, ép-



tion, and merge processing if applicable (i.e. if the flow has other senders omtkehsat).
Incoming concast packets are pulled off the normal IP processing path by the IPaleute
option and passed to the concast module for merge processing. The concast modulehapplies t
merge functions specified in tiset sockopt () calls, saving the merge state in a FSB until
a merged packet can be given to the IP layer for delivery. When processinigled, concast
packets are then returned to the IP module for forwarding—via a network ireddaoutgo-
ing packets, or to a higher-level protocol for incoming packets. Similar ilage@rganizations
have been used by other protocols such as IPSEC [12, 10].

Our current implementation supports $et sockopt () calls required to bind the socket
to the specified flowspec. Outgoing packets are marked with the IP Rowdr Merging at
the sender is not yet implemented, so only one (G,R,A) bound socket per host is allowed.
The merge function is applied at the receiver, but is currently applied adews inside the
receiving application.

4.3 Concast Router Implementation

Merge processing at the concast routers (Linux machines) occurs in usgprevesses, each
executing in its own protected address space. Because we have not imgiéitientoncast
signalling protocol, merge functions must be manually started for the concast fl@nge
functions are currently written in C/C++ and linked into the concast deantochwnvokes
them via calls t@etTad), merg€), dond), andbuildMsg). The daemon maintains a flow state
block (FSB) for each active flow, storing the per-tag message statebysid mergeg) and
buildMs() functions. To allow the routers to intercept concast packets, we modifedimux
kernel to direct packets with IP router alert and concast source addtessé®rnel module
that demultiplexes the packet based 6h R, A), where A is obtained from the IP AppID
option# Each concast deamon executes a flow-specific merge function. The daemon opens a
raw IP socket for receiving packets and issusgfasockopt () call that we have added to
the Linux kernel which registers the daemon'’s interest in all concast [@kith Router Alert
set) from flow G, R, A). ThebuildMs() function forwards packets using a socket that routes
packets in the standard way (based on destination address).

5 An Audio Merge Function

A research area that has seen a flurry of activity in recent years isab&epr of transcoding
network flows [1, 2, 3]. The problem of transcoding arises in a wide range of contécis
ever, the basic problem is the same: a flow of data from a sender to a renesEoe modified
in some way at intermediate nodes in the network. Consequently, transcodingesptdeing
application-specific processing in the network to modify the flow of data. Whetimadia
flows converge in the network upstream of a link that has insufficient bandwidthédoad
represented by the individual streams, a typical solution is to place a combiher @oint of
convergence. Such a combiner, which takes in individual media streams atsdaesmgle
stream carrying the aggregated signal, is a natural application for cohc#se.following we
look at one such application, an audio combiner that takes in mujiidsv-encoded (8000
8-bit samples/sec) streams and emits a single such stream, carryisignthef the incoming
signals.

“Note: the results shown in Section 5 were taken from our first implementathich performs the, R, A)
demultiplexing in the concast daemon rather than in-kernel.



We implemented an audio transcoding system of this type and evaluated itsyzarbar
on the concast framework. Our simple audio mixing function converts incopilag streams
to 14-bit linear samples, sums them, converts the result back to a 64/Klaps stream. In
our simulations, senders buffer 480 samples and transmit them in a packe6@éves. Each
outgoing packet contains a sequence number identifying the 60ms to which the packet corre-
sponds. The receiver and intermediate merge points in the network expective eepacket
from every upstream neighbor about every 60ms. To ensure proper synchronization of the
voice streams, each merge point maintains a variapiedicating the “next sequence number
expected” from each incoming stream(Note that incoming streams may already have been
merged upstream.) Every 60ms, thés are incremented. When a packet arrives on stream
its sequence numbey is checked againsi;. If the packet is late, the merged sample for its in-
terval has already been transmitted; in that gase n; and the packet is discarded pif > n;,
the packet is early; it is buffered and merged into the proper intervabuecclocks drift, the
combiner automatically adjusts sequence numbers for an upstream neighbor thaetysist
runs behind or ahead. If the incoming sequence number misses the expected value by 1 for
some number of consecutive intervaigjs set top;.

We implemented the audio mixing system on a network of Linux boxes that support the
concast service. We used the topology shown in Figure 4 to emulate a systean shigined
bottleneck link. The audio merge function was manually installed on the concasts@Gyiand
G.. We created four distinct, but simultaneous, audio flows by starting four sepgkcations
(processes) at each 6f, S;, and.S3 and locating four receiving applications (processes) on
R;, one for each of the flows. The concast rout@isand G, were each initialized with the
audio mixermergé€) function and agetTad) function that examined the sequence numbar.
merges flows fron; and.S;, while G, merged flows fromG; and S;. Incoming packets at
G, andG> were demultiplexed based off (R, A) and the associated FSB merge function was
invoked. For our tests, a uniqgukvalue was sufficient to identify each flow and all FSBs were
loaded with the audio mixer function described above.

240 Kbps
(the bottleneck link)

Figure 4: Network topology used in the audio mixing experiments.

To compare a concast-based implementation with the conventional unicadtifbvgue-
mentation, we also implemented the audio mixer application using unicastgesssent to
the reciever application. In this case, merging only occurred at the egceiv

Figure 5 shows the number of senders whose voice could be heard in the audio stream
delivered to the receiving application in each 60 ms. Results are sloownth the concast and
unicast implementation. As expected, merging-atand G, ensured that no flow consumed
more than 64 Kbps over any link and thus concast was able to support four simulataaesus fl
without losing audio from any of the senders. In contrast, the unicast implenoentaposed
a load of 512 Kbps (4 flows * 2 senders * 64 Kbps) which exceeded the link’'s bandwidth
resulting in high loss rates.



Figure 5: Sound quality metric: the number of sender’s audio receivBdedch 60ms interval

6 Conclusions

Services that can be customized through a programming interface are likphayt a key

role in future networks, although the forms of programmability that will be impodamtyet

to be determined. We have defined a programmable network service, concastptidér
scalable many-to-one communication and allows applications to customzeniigntics for
merging messages. Our previous work demonstrated the benefit of concast through simula
tion [5]; currently we are implementing concast in the Linux kernel, and weaxpenake

that implementation available in the near future.
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